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ABSTRACT
The Differentiated Services (DiffServ) framework has been proposed by the
IETF as a simple service structure that can provide different Quality of Service
(QoS) to different classes of users in IP networks. IP packets are classified into
one of a limited number of service classes, and are marked in the packet header
for easy classification and differentiated treatments when transferred within a
DiffServ network domain. The DiffServ framework defines simple and efficient
QoS differentiation mechanisms for the Internet. However, the current DiffServ
concepts do not provide a complete QoS management framework. Since traffic
flows in IP networks are unidirectional from one network point to another, and
routing path and traffic demand of the traffic flows are changing constantly, it is
important to monitor end-to-end traffic status, as well as traffic status in a single
node. This thesis proposes two distributed throughput monitoring methods that
collect the statistical data of each service class in every DiffServ router and
estimate edge-to-edge throughput and drops of the aggregated IP flows by
combining routing topology and traffic status. A formal definition and modeling
of edge-to-edge DiffServ flows and methods for concatenating edge-to-edge
throughput and drops are presented. The first method calculates the minimum and
maximum amount of edge-to-edge flows from local statistics. The second method
calculates the exact amount of edge-to-edge flows by marking an edge ID on
packet headers at ingress edge routers and counting the marked packets at egress

edge routers. When the amount of edge-to-edge flows is calculated, the QoS status
of the edge-to-edge flows at each transit router on the routing path is also derived
with simple throughput concatenation rules. Discrete simulation of sample
DiffServ networks is performed to validate the monitoring methods. It is
demonstrated that the Random Early Detection (RED) queue used in DiffServ
networks is appropriate for the proposed monitoring methods. These methods are
applied to several practical DiffServ management functions to show the
applicability and effectiveness of the methods. Next, an SNMP-based edge-toedge DiffServ flow management system is designed and implemented to realize
useful service management functionality using the proposed monitoring methods.
Monitoring edge-to-edge DiffServ flows enables network administrators to
manage the bandwidth usage of the aggregated DiffServ flows more effectively
and can be a useful building block for sophisticated DiffServ management
functionalities.
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1. Introduction
The explosive growth of the Internet has resulted in an exponential increase in the
number of users and the amount of network traffic. However, network bandwidth
is frequently insufficient to satisfy the exponential increase in bandwidth
requirements from various network applications. The quality of network service
has been degraded at points where network bandwidth becomes scarce.
Unexpected packet loss, delay, and jitter occur when many network packets
compete for insufficient network bandwidth at bottleneck points. Since both
people and applications are becoming increasingly dependent on network services,
to guarantee a sufficient amount of service quality has become a natural
requirement for every user. Limitations on providing service differentiation in IP
networks have been addressed in many ways [20, 21, 22, 23].
In order to provide service differentiation on the Internet, the Internet
Engineering Task Force (IETF) has recently introduced Differentiated Services
(DiffServ) framework [1]. DiffServ is an alternative approach to Integrated
Services (IntServ) [2] because IntServ relies on per-flow states and per-flow
processing in every network node, which is difficult to deploy in large backbone
networks. Instead, DiffServ controls the aggregation of traffic flows; that is,
DiffServ flows, at each routing decision point without using a signaling protocol.
IPv4 Type-of-Service (ToS) octet or IPv6 traffic class octet is used for
distinguishing the DiffServ flows [3]. Since DiffServ is a simpler and more
scalable solution for Internet backbone networks, DiffServ is widely accepted as a
feasible solution for providing Internet QoS [24].
DiffServ applies administrative domain concepts. At the boundary of the
DiffServ domain, edge routers perform classification of traffic flows based on 5tuple information, composed of source and destination IP addresses, a type of
transport protocol, and source and destination application port numbers. The edge
routers perform marking on the most-significant six bits of ToS fields of incoming
1

packets. This 6-bit mark is called Differentiated Services Code Point (DSCP).
Within one domain, core routers forward traffic according to the DSCP value of
DiffServ flows. Since the edge routers have already marked the DSCP value of the
incoming traffic, core routers need not handle complex information in such traffic.
Core routers perform various differentiating actions, such as dropping, metering,
shaping, and remarking, according to different DSCP values. This different packet
treatment performed at each router is called Per-Hop Behavior (PHB). Best-Effort
(BE), Expedited Forwarding (EF) [4], and Assured Forwarding (AF) [5] are
examples of proposed PHBs from the IETF.
However, current DiffServ specifications have limitations in providing
complete QoS management framework [25]. As described in Figure 1, QoS
management tasks are composed of repeated cycles of configuration, monitoring,
and analysis. Without any one component of the cycle, QoS management cannot
be complete. From the point of view of QoS management, current DiffServ RFCs
and drafts are mainly for QoS provisioning and configuration only. QoS
monitoring and analysis based on the measurement results are not yet addressed in
detail.

QoS
Requirements

QoS Provisioning
Configuration

QoS Status Analysis
Problem Detection

QoS Monitoring

Figure 1. QoS Management Cycle
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Moreover, DiffServ does not provide mechanisms to control end-to-end
services though real network QoS is meaningful when the QoS at each routing
path is controlled in detail. Within a DiffServ domain, network packets in a certain
service class are treated equally no matter what their source and destination. In
reality, packets with a different source and destination use a different routing path
within a DiffServ domain and they consume different portion of reserved
bandwidth. To provide finer-grained network service and real end-to-end network
QoS, DiffServ needs additional mechanisms.
Managing DiffServ networks requires numbers of complicated functions
interconnected and cooperated with each other. In this chapter, several related
work has been reviewed and explained. Since the DiffServ framework needs
efficient provisioning mechanisms with correct monitoring on network status and
lacks complete management architecture composed of configuration, monitoring,
and analysis, it is noted that efficient and scalable monitoring on DiffServ network
status is important when developing DiffServ management systems.
Monitoring real-time network traffic provides a set of basic and primitive
operations to extract correct status information on monitoring points. In order to
manage the monitoring information more efficiently, the SNMP framework has
been introduced to build manger-agent architecture in monitoring systems.
SNMP-based monitoring systems enable manager systems to collect and analyze
large statistical data from numbers of network monitoring points and thus to
report more advanced network status to human administrators. Since most
network services are organized on network paths encompassing multiple numbers
of network nodes, it becomes important to know end-to-end network status
between two specific network points. Two end-to-end monitoring methods (active
and passive) have pros and cons to each other and include different measurement
and analysis mechanisms.
Current management efforts on DiffServ networks can be divided into three
categories. The first category is configuration management using SNMP-based
DiffServ MIB and COPS-based DiffServ PIB. Two different configuration
3

management approaches are being standardized in IETF independently. The
second category is monitoring using DSMON MIB. Each DiffServ router with
DSMON MIB installed is able to collect statistical information of network status
for each DiffServ QoS class. The third category is about management architecture.
High-level management architectures containing all aspects of management
functionality are being studied and suggested. However, the current management
efforts still need more research work for providing efficient and scalable
monitoring methods in DiffServ networks.
This thesis tries to suggest useful monitoring methods that help DiffServ
management system to understand current DiffServ network status and to make
appropriate management decisions on DiffServ components. Current DiffServ
framework separates routing information from QoS control information. It is
noted that combining two sets of information will provide valuable data for
understanding DiffServ network status. Concatenating local QoS monitoring
following the edge-to-edge routing path can extract QoS status of edge-to-edge
DiffServ flows. The extracted edge-to-edge QoS information of each DiffServ
class can be used for efficient and scalable management functions. Edge-to-edge
QoS information is essential when providing sophisticated QoS management
operations. To build edge-to-edge QoS information, locally-observed QoS
information is aggregated by following routing paths. Aggregated QoS
information of DiffServ flows can provide detailed network-wide traffic status.
Locating overloaded links and suggesting possible solutions can be drawn from
the QoS status of DiffServ flows.
In these methods, each DiffServ router in a DiffServ domain monitors QoS
information of multiple QoS classes for every network interface. Distributed
monitoring has benefits in using less network resources and providing more
efficient solutions. When monitoring network QoS information, we can have two
types of measurement methods: active and passive measurements [27]. Our
measurement method is passive, which does not alter or affect network traffic.
The research objectives of following chapters are listed below.
4

 To provide a concrete definition of edge-to-edge DiffServ flows, and end-toend behavior of the flows in DiffServ networks.
 To suggest a set of QoS monitoring and aggregation methods for constructing
edge-to-edge QoS of DiffServ flows by combining a routing topology and
traffic status measured at each DiffServ routers.
 To validate the suggested methods in a simulated environment with various
combinations of routing topology and traffic demand.
 To show how to build a working system for managing QoS of DiffServ flows
in a real DiffServ testbed composed of a set of Linux DiffServ routers and
Ethernet connections.
The remainder of this thesis is organized as follows. Chapter 2 summarizes
current Internet QoS frameworks suggested in detail and discusses integration and
management approaches of the Internet QoS frameworks. Chapter 3 explains in
more detail about the DiffServ framework and then reveals limitations in
providing end-to-end QoS control mechanisms. From Chapter 4, the proposed
mechanisms for monitoring edge-to-edge DiffServ flows are introduced and
explained. Simple modeling of the edge-to-edge DiffServ flow is suggested and
edge-to-edge QoS aggregation rules by marking identifier of each source edge
router in network packets. In addition, various examples of using edge-to-edge
DiffServ flow information are described and verified in Chapter 5. In Chapter 6, a
prototype implementation of an edge-to-edge DiffServ flow management system
working on a DiffServ testbed is configured with a set of DiffServ Linux routers
using the proposed QoS monitoring methods and SNMP framework. In Chapter 7,
various related work is surveyed and compared. Finally, Chapter 8 summarizes the
pros and cons of the proposed methods and their contributions. Possible future
research directions for further extension of this research are also noted.
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2. Internet QoS Frameworks
Quality of Service (QoS) is an well-established term in computer literature. Many
research areas, such as real-time systems, distributed multimedia systems,
communication networks, etc., define and utilize different meanings of QoS from
different viewpoints. Supporting appropriate QoS in the research areas has been
challenging work, with many problems to solve. There have been various QoS
frameworks to solve the QoS problems [28] and also approaches to define formal
meanings of QoS support [29].
Recently, QoS support in IP networks has become important for two reasons.
One reason is that the Internet, which is based-on TCP/IP technology, is hugely
popular today and traffic volume is too huge to meet user requirements in every
network link. The other reason is that the current best-effort IP network does not
yet provide any service differentiation mechanism while the network bottleneck
links degrade the end-to-end service quality due to unexpected packet loss, jitter,
and delay. QoS in IP networks can be defined as the concept that transmission
rates, error rates, and other characteristics of data communication can be
measured, improved, and, to some extent, guaranteed in advance [30]. Difficulties
and problems in supporting QoS in IP networks have been addressed in many
research papers [20, 21, 22, 23] and extensively explained in various technical
books [30, 31, 32, 33, 34].
Specification of IP protocol initially includes a QoS provisioning mechanism
by defining a Type of Service (ToS) byte in the IP header. The ToS provides an
indication of the abstract parameters of the quality of service desired. These
parameters are to be used to guide the selection of the actual service parameters
when transmitting a datagram through the particular network [37]. However, until
recently, the ToS byte was not necessarily considered important because
controlling the ToS byte was an overhead to network nodes.
In order to overcome current problems in provisioning IP QoS, the IETF first
6

standardized the Integrated Services (IETF) framework [2] and then proposed the
Differentiated Service (DiffServ) framework [1] after noticing the IntServ has a
scalability problem as described in Chapter 1. The DiffServ finally uses the ToS
byte for distinguishing different classes of packets meeting the initial IP
philosophy.
Multiprotocol Label Switching (MPLS) is recently proposed as an enabling
technology to support QoS between layer 2 and layer 3 protocols [38, 39, 40, 41].
MPLS can establish and maintain different routing paths for different priority
classes of packets so that efficient traffic engineering and QoS provisioning is
possible in MPLS domains.
Other QoS Domain

QoS Domain
Access Network
Peering
Network
Access Network

Core Network
Peering
Network

Access Network

QoS Classification

Other QoS Domain

QoS Negotiation

QoS Provisioning

Figure 2. General IP QoS Network Architecture
General IP QoS network framework common to three different IP QoS
frameworks is depicted in Figure 2. A QoS domain consists of a set of routers
connected each other with a consistent QoS provisioning policies. Users of IP
QoS services reside in access networks belong to the QoS domain. For each
access network the QoS domain distinguishes incoming traffic according to
7

predefined classification rules. The classified IP packets are forwarded differently
within the QoS domain and thus service differentiation is achieved. There might
be more than one QoS domain existing. Between two different QoS domains
resides peering network. Within this network domain, different QoS parameters
are negotiated and determined to adjust service qualities provided from each QoS
domain.
Different IP QoS frameworks (IntServ, DiffServ, and MPLS) complement
each other. They can exist together and play different roles in integrated
environment. Methods for combining IntServ and DiffServ [42, 43], DiffServ and
MPLS [44], and all of them [45] have been studied. The future Internet QoS
framework will integrate various features from the three frameworks.
In this chapter, brief discussions about features of three different Internet QoS
frameworks currently being suggested from the IETF are explained and compared.
In addition, integration approaches for different QoS frameworks are described.

2.1 Integrated Services (IntServ)
The IETF set up the IntServ working group in 1994 to expand the Internet’s
service model to better meet the needs of emerging, diverse voice / video
applications. It aims to clearly define the new enhanced Internet service model as
well as to provide the means for applications to express end-to-end resource
requirements with support mechanisms in routers and subnet technologies.
In the IntServ framework [2], three classes of service are proposed based on
applications delay requirements. The first is guaranteed service [50], with
bandwidth, bounded delay, and no-loss guarantees. The second is controlled load
service [51], which approximates best-effort services in a lightly loaded network.
The third is best-effort service, similar to that which the Internet currently
provides under a variety of load condition.
The main point is that the guaranteed service and controlled load classes are
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based on quantitative service requirements, and both require signaling and
admission control in network nodes. These services can be provided either perflow or per-flow-aggregate, depending on flow concentration at different points in
the network.
The service guarantee needs bandwidth reservations. IntServ uses Resource
ReserVation Protocol (RSVP) for its internal reservation processes [52, 53, 54].
RSVP assumes that resources are reserved for every router hop in the path
between receiver and transmitter using end-to-end signaling. This, in turn,
requires flow-specific state in the routers, which represents an important and
fundamental change to the Internet model. It also provides a way to communicate
the application’s requirements to network elements along the path, and to convey
QoS management information between network elements and the applications.
The major advantage of IntServ is that it provides service classes which
closely match the different application types described earlier and their
requirements. For example, the guaranteed service class is particularly well suited
to the support of critical, intolerant applications. On the other hand, critical,
tolerant applications and some adaptive applications can generally be efficiently
supported by controlled load services. Other adaptive and elastic applications are
accommodated in the best-effort service class.
Another strength is guaranteed delay bounds. In [55], it is showed that if the
router implements a Weighted Fair Queuing (WFQ) scheduling discipline, and if
the nature of the traffic source can be characterized, then there will be an absolute
upper bound on the network delay of the traffic in question. The simple and very
powerful result applies not just to one switch, but to general networks of routers.
A major characteristic of IntServ is that it leaves the existing best-effort
service class mostly unchanged (except for a further subdivision of the class), so it
does not involve any change to existing applications. This is an important property
since IntServ is then capable of providing this class of service as efficiently as the
current Internet. IntServ also leaves the forwarding mechanism in the network
unchanged. This allows for an incremental deployment of the framework, while
9

allowing end systems that have not been upgraded to support IntServ to be able to
receive data from any IntServ class (with, of course, a possible loss of guarantee).
The most problematic issue for IntServ concerns the scalability of RSVP,
especially in high-speed backbone networks. The amount of resources that a
router needs for RSVP processing and storage increases proportionally with the
number of QoS flows. Traffic measurements show that most end-to-end IP
connections are very short-lived, and that there are several thousands active
connections at any time in a backbone router. Consequently, numerous IntServ
flows on a high-bandwidth link place an excessive burden on routers. Furthermore,
if a topology change occurs, the reservations must be renegotiated simultaneously.
Another problem is that the Internet architecture was founded on the concept
that all flow-related state should be in the end systems, although designing the
TCP/IP protocol suite on this concept led to a robustness which is central to its
success. The flow state added to the routers for resource reservation can be
softened to preserve the robustness of the Internet protocol suite. RSVP sends
periodic refresh messages to maintain the state along the reserved paths. In the
absence of a timely refresh message the state automatically times out and is
deleted.

2.2 Differentiated Services (DiffServ)
In 1998, the DiffServ working group was formed by the IETF. DiffServ is a
bridge between IntServ’s guaranteed QoS requirements and the best-effort service
offered by the Internet today. The DiffServ framework [1] aims at providing
simple and scalable service differentiation. It does this by discriminating and
treating the data flows according to their traffic class, thus providing a logical
separation of the traffic in the different classes.
To overcome the limitation of IntServ with RSVP, DiffServ enhancements to
IP enable scalable service discrimination in the Internet without the need for per-
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flow state and signaling at every hop. A variety of services may be built from a
small well-defined set of building blocks that are deployed in network nodes. The
services may be either end-to-end or intradomain.
At their boundaries, service providers build their offered services with a
combination of traffic classes (to provide controlled unfairness), traffic
conditioning (a function that modifies traffic characteristics to make it conform to
a traffic profile and thus ensure that traffic contracts are respected), and billing (to
control and balance service demand). Provisioning and partitioning of both
boundary and interior resources are the responsibility of the service provider and,
as such, outside the scope of DiffServ. For example, DiffServ does not impose
either the number of traffic classes or their characteristics on a service provider.
Unlike RSVP, no QoS requirements are exchanged between the source and the
destination, eliminating the inherent setup costs associated with RSVP. Shortlived flows benefit from DiffServ because the absence of QoS setup costs
improves responsiveness and reduces the overhead required for a quick discussion
with another host.
If each packet conveyed across a service provider's network simply carries in
its header an identification of the traffic class (called a DiffServ Code Point,
DSCP) to which it belongs, the network can easily provide a different level of
service to each class. It does this by appropriately treating the corresponding
packets, say, by selecting the appropriate per-hop behavior (PHB) for each packet.
In both IPv4 and IPv6, the traffic class is denoted by the use of the DS header
field.
It must be noted that DiffServ is based on local service agreements at
customer/provider boundaries. Therefore, end-to-end services will be built by
concatenating such local agreements at each domain boundary along the route to
the final destination. The concatenation of local services to provide meaningful
end-to-end services is still an open research issue.
The only functionality actually imposed by DiffServ in interior routers is
packet classification. This classification is simplified from that in RSVP because it
11

is based on a single IP header field containing the DSCP, rather than multiple
fields from different headers. This has the potential of allowing functions
performed on every packet, such as traffic policing or shaping, to be done at the
boundaries of domains, so forwarding is the main operation performed within the
provider network.
Another advantage of DiffServ is that the classification of the traffic, and the
subsequent selection of a DSCP for the packets, need not be performed in the end
systems. Indeed, any router in the stub network where the host resides, or the
ingress router at the boundary between the stub and provider networks, can be
configured to classify (on a per-flow basis), mark, and shape the traffic from the
hosts. Such routers are the only points where per-flow classification may occur,
which does not pose any problem because they are at the edge of the Internet,
where flow concentration is low. The potential noninvolvement of end systems,
and the use of existing and widespread management tools and protocols allows
swift and incremental deployment of the DiffServ framework.
To provide several services with differing qualities within the same network
simultaneously is a very difficult task. Despite its apparent simplicity, DiffServ
does not make this task any simpler. Instead, in DiffServ it was decided to keep
the operating mode of the network simple by pushing as much complexity as
possible onto network provisioning and configuration. Of course, network
provisioning and configuration have been performed since the creation of the very
first communication networks, and thus they benefit from long experience, and
available tools and traffic models. However, so far, large networks have mainly
offered a single type of service (best-effort service in the Internet, interactive
voice in telephone networks, etc.). The provisioning of networks providing
multiple classes of service at the same time is therefore a new area which requires
much research to consider the added complexity due to possible adverse
interactions between different classes of service. The construction of end-to-end
services by concatenating local service agreements is also a nontrivial research
issue.
12

The key to provisioning is the knowledge of traffic patterns and volumes
traversing each node of the network. This also requires a good knowledge of
network topology and routing. The problem with the Internet is that provisioning
will be performed on a much slower timescale than the timescales at which traffic
dynamics and network dynamics (e.g., route changes) occur. This problem can be
illustrated with the simplest case of a single service provider network whose
service agreements with customers are static. Although the amount of traffic
entering the domain is known and policed, it is impossible to guarantee that
overloading of resources will be avoided. This is caused by two factors:
 The entering packets can be bound to any destination in the Internet, and may
thus be routed towards any border router of the domain (except the one where
it entered). In the worst case, a substantial proportion of the entering packets
might all exit the domain through the same border router
 Route changes can suddenly shift vast amounts of traffic from one router to
another.
Therefore, unless resources are massively overprovisioned in both interior and
border routers, traffic and network dynamics can cause momentary violation of
service agreements, especially those relating to quantitative services. On the other
hand, massive overprovisioning results in a very poor statistical multiplexing gain,
and is therefore inefficient and expensive.
To increase resource usage in their network, service providers can trade
generality and robustness for efficiency. For example, to limit the amount of
expensive resources dedicated to the support of quantitative services, service
providers can limit quantitative service contracts to apply between any pair of
border routers in the domain. In such a case, the service would apply only to
packets entering the domain at a designated ingress router and leaving the domain
at a designated egress router. This helps solve the first problem described above at
the cost of generality, since only packets bound for destinations “served” through
the egress router can benefit from the service. Of course, to ensure that the egress
router is in the route to any given destination, the interdomain routing entry for
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that destination must be statically fixed in the ingress router. Even for a fixed
ingress-egress pair, intradomain routing dynamics can still occur. This means that
the set of internal routers visited by the packets traveling between the ingress and
egress routers can still suddenly change. However, the “directionality” of the
traffic considered here is such that the number of possible routes is considerably
reduced compared with the general case, and so is the resulting and necessary
overprovisioning. A service provider could, however, reduce to a minimum the
overprovisioning of quantitative services offered between pairs of border routers
by “pinning” the intradomain route between those routers. Fixing the egress router
for a given destination and/or pinning internal routes between border routers
nevertheless incurs a loss of robustness. In multicast, where receivers can join and
leave the communication at any time, the problem of efficient provisioning will be
more severe.
Alternatively, a service provider may wish to use dynamic logical provisioning
and configuration (i.e., sharing of resources between classes) as an answer to the
problems of network and traffic dynamics. However, depending on the type of
service agreement (qualitative, relative, or quantitative) and the QoS parameters
involved in the agreement, dynamic logical provisioning might require signaling
and admission control.
From the point of view of a flow, the class bandwidth is not a meaningful
parameter. Indeed, bandwidth is a class property shared by all the flows in the
class, and the bandwidth received by an individual flow depends on the number of
competing flows in the class as well as the fairness of their respective responses to
traffic conditions in the class. Therefore, to receive some quantitative bandwidth
guarantees, a flow must “reserve” its share of bandwidth along the data path,
which involves some form of end-to-end signaling and admission control (at least
among logical entities called bandwidth brokers). This end-to-end signaling
should also track network dynamics (i.e., route changes) to enforce the guarantees,
which can prove to be very complex. Furthermore, even qualitative bandwidth
agreements require end-to-end signaling and admission control. This is because
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even if one class is guaranteed to have more bandwidth than another, the number
and behavior of flows in the latter class may result in smaller shares of bandwidth
for these flows than for flows in the other class. Hence, in this case, end-to-end
signaling would also be required to ensure that, in every node along the path, the
bandwidth received by a flow in a high bandwidth class is greater than the
bandwidth received by a flow in a smaller bandwidth class.
On the other hand, delay and error rates are class properties that apply to every
flow of a class. This is because in every router visited, all the packets sent in a
given class share the queue devoted to that class. Consequently, as long as each
router manages its queues to maintain a relative relationship between the delay
and/or error rate of different classes, relative service agreements can be
guaranteed without any signaling. However, if quantitative delay or error rate
bounds are required, end-to-end signaling and admission control are also required.
End-to-end signaling and admission control would increase the complexity of
the DiffServ framework. The idea of dynamically negotiable service agreements
has also been suggested as a way to improve resource usage in the network [1].
Such dynamic service-level agreements would require complex signaling, since
the changes might affect the agreements a provider has with several neighboring
networks. The timescale on which such dynamic provisioning could occur would
be limited by scalability considerations, which in turn could impede its usefulness.
It should be noted that from the point of view of complexity, a DiffServ
scenario with dynamic provisioning and admission control is very close to an
IntServ scenario with flow aggregation. The difference is that precise delay and
error rate bounds might not be computed with DiffServ, since the delays and error
rates introduced by each router in the domain may not be available to the
bandwidth broker.
Although DiffServ will undoubtedly improve support for a number of
applications and is urgently needed in the Internet, it does not represent the
ultimate solution for QoS support for all types of applications. The suitability of
DiffServ for a given application could also depend on the context in which that
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application is used. As an example, with Internet telephony, we see that DiffServ
is suitable for providing a cheap solution for internal calls between remote sites of
a company by emulating leased lines between these sites. However, DiffServ may
prove unsuitable for the support of telephony over the Internet for the general
public, because people do not usually restrict their calls to only a few destinations.
More detailed DiffServ mechanisms and limitations are explained in Chapter 4.

2.3 Multiprotocol Label Switching (MPLS)
Multiprotocol Label Switching (MPLS) is an IETF standard for a new
switching paradigm that enables packet switching at layer 2 while using layer 3
forwarding information. Thus, MPLS combines the high-performance capabilities
of layer 2 switching and the scalability of layer 3-based forwarding. The term
multilayer routing covers approaches to the integration of layer 3 datagram
forwarding and layer 2 switching that extend beyond the use of the techniques
found within gigabit routing/switching. The approach uses label lookups to allow
more efficient packet classification, and the potential to engineer the network and
manage the impact of data flows. A flurry of vendor-specific approaches to
multilayer routing appeared between 1994 and 1997, including Ipsilon’s IP
Switching [56], Toshiba’s Cell Switch Router (CSR) [57], IBM’s ARIS [58],
Cisco’s Tag Switching [59], and IPSOFACTO [60]. The fact that these approaches
were proprietary, and in the main produced incompatible solutions, led to the
formation of the Internet Engineering Task Force (IETF) Multi Protocol Label
Switching working group in 1997.
The MPLS working group is addressing the issues of the scalability of routing,
the provision of more flexible routing services, increased performance, and more
simplified integration of layer 3 routing and circuit-switching technologies, with
the overall goal of providing a standard label-swapping architecture [61].
Each MPLS packet has a header that is either encapsulated between the link
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layer and the network layer, or resides within an existing header, such as the
virtual path/channel identifier (VPI/VCI) pair within Asynchronous Transfer
Mode (ATM). At most, the MPLS header contains a 20-bit label, TTL field, Exp
(experimental) field, stack indicator, next header type indicator, and checksum as
in Figure 3 [63].
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Label
Label:
Exp:
S:
TTL:

Exp

S

TTL

label value, 20 bits
experimental use, 3 bits
bottom of stack, 1 bit
time to live, 8 bits

Figure 3. MPLS Label Stack Entry Format
MPLS defines a fundamental separation between the grouping of packets that
are to be forwarded in the same manner (the forwarding equivalence classes, or
FECs), and the labels used to mark the packets. This is purely to enhance the
flexibility of the approach. At any one node, all packets within the same FEC
could be mapped onto the same locally significant label (given that they have the
same requirements). However, there are instances where one may wish to
engineer the network in such a way that several different labels are used (e.g.,
when wishing to explicitly differentiate between streams). The assignment of a
particular packet to an FEC is completed once, at the entry point to the network.
MPLS-capable routers (Label-Switched Routers, LSRs) then use only the label
and CoS field in order to make packet forwarding and classification decisions.
Label merging is possible where multiple incoming labels are to receive the same
FEC.
MPLS packets are able to carry a number of labels, organized in a last-in firstout stack as in Figure 4. This can be useful in a number of instances, such as
where two levels of routing take place across transit routing domains. Regardless
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of the existence of the hierarchy, in all instances the forwarding of a packet is
based on the label at the top of the stack. In order for a packet to travel through a
tunnel, the node at the transmitting side of the tunnel pushes a label relating to the
tunnel onto the stack, and sends the packet to the next hop in the tunnel.
Stack top

Stack bottom

Label Label

Label Label

Exp

Exp

Exp

Exp

S (0)

S (0)

S (0)

S (1)

TTL

TTL

TTL

TTL

Original
Packet

MPLS frame

Figure 4. MPLS Label Stacking
A collection of LSRs are combined to make a Label-Switched Path (LSP).
Two options are defined for the selection of a route for a particular forwarding
class. Hop-by-hop routing defines a process where each node independently
decides the next hop of the route. Explicit routing is where a single node (often
the ingress node of a path) specifies the route to be taken (in terms of several or
all of the LSRs in the path). Explicit routing may be used to implement network
policies, or allow traffic engineering in order to balance the traffic load.
MPLS is able to work in an environment that uses any data link technology,
connection-oriented and connectionless. MPLS also provides the potential for all
traffic to be switched, but this depends on the granularity of the label assignment,
which again is flexible and depends on the approach used to identify traffic.
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Labels may be assigned per address prefix (e.g., a destination network address
prefix) or set of prefixes, and can also represent explicit routes. On a finer-grained
level, labels can be defined per host route and also per user. At the lowest level, a
label can represent a combined source and destination pair, and in the context of
RSVP can also represent packets matching a particular filter specification.
MPLS needs a mechanism for distributing labels in order to set up paths. The
framework does not assume a single protocol (known as a Label Distribution
Protocol, LDP [62]) to complete this task. MPLS label distribution requires
reliability and the sequencing of messages that relate to a single FEC. While some
approaches use protocols that sit directly over IP (thus implying they are unlikely
to be able to meet these reliability requirements), a number of the defined LDPs
solve this issue by operating over TCP.
MPLS-capable devices are able to provide additional functionality beyond the
best-effort packet forwarding found within a gigabit router. This flexibility means
that in principle it is possible to support ideas such as QoS differentiation. The
fundamental separation between forwarding class and label assignment provides a
great deal of flexibility. While packets within a class are to be processed in the
same way, this approach means that traffic can be engineered to varying extents.
Explicit routing (a subset of constraint-based routing) allows the specification
of the route to be taken across the network. This is enabled within MPLS by
allowing a label to represent a route, without the overhead of source routing found
within normal IP forwarding (making it too resource-intensive for use in most
circumstances). Different paths can be selected in order to allow traffic
engineering to be carried out effectively, allowing network loads to be balanced in
a far more flexible manner than manually configuring virtual circuits (as with
other primitive approaches to engineering IP traffic). The engineering of paths in
such a way implies a simple mechanism for measuring traffic between edge
network devices making use of an LSP.
In Internet service provider (ISP) environments, where service differentiation
is likely to mean users will be charged in terms of the network QoS exploited, the
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ability within the MPLS framework to specify per-host and per-user label
assignment is likely to be very useful for billing purposes.
While the label stack concept provides benefits, the idea of having packets
carry a number of labels is likely to increase overheads, in terms of making the
MPLS header larger. With topology-driven label assignment (where labels are
allocated and distributed without reference to the traffic), a full mesh of labels will
be established. The overhead of this approach is essentially relative to the size of
the network, and has the potential to use a vast number of labels. This can be a
large overhead in instances when labels are allocated to routes where very little
traffic is flowing.
In terms of the provision of varying levels of QoS, MPLS poses a number of
issues. Label assignment based on support for traffic flows will require a path to
be created when the flow is detected, therefore implying that some latency exists
before a full path is created. In this instance, the overhead will increase in relation
to the number of flows being supported and the duration of the flows. Label
assignment in order to support short flows implies a large overhead. When label
distribution is included as part of a reservation protocol (e.g., RSVP), the
overheads and scalability of such a protocol must also be considered.
The ability of MPLS to support a number of link-layer technologies provides a
high degree of flexibility. However, in terms of the provision of connections with
a level of associated QoS, mechanisms are required to ensure that the QoS
specified for an LSP is maintained by the underlying link layer. This may not be
possible in some instances (e.g., with an Ethernet) where firm guarantees cannot
be made (because of the inherent nature of the technology). Where ATM
technology is used with MPLS, in most instances the LDP acts as the ATM
signaling protocol. This implies that a low-level control protocol is required which
is able to configure connections with defined levels of QoS. While work is
progressing in this area within the IETF General Switch Management Protocol
(GSMP) Working Group [85, 86], wide-scale support for this type of protocol by
major switch vendors is not yet evident.
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2.4 Integration of Different Internet QoS Frameworks
Recent research work on providing IP QoS focuses on integration of existing
IP QoS frameworks because those IP QoS frameworks complement each other.
Each QoS framework has different roles and appropriate fields of its own. To
provide real end-to-end QoS guarantee connecting application endpoints, those
QoS frameworks need to be combined and integrated.
Before explaining details of integration approaches, Table 1 summarizes and
compares the characteristics of IP QoS frameworks previously explained.
Table 1. Comparison of Different IP QoS Frameworks
Framework
Network
Model

IntServ

DiffServ

MPLS

edge / core

edge / core

edge / core

Granularity

fine

coarse

flexible

Resource
Reservation

RSVP

open issue

open issue

Routing Path

fixed

not fixed

multiple

Classification

per microflow

per DSCP

per LSP

Services
Roles

Guaranteed
Expedited
Controlled-Load Forwarding
Assured Forwarding

Olympic Services
(Gold/Silver/Bronze)

access network

traffic engineering

backbone network

Integration of IntServ and DiffServ has been proposed in [63] and discussed in
various research work [42, 43, 64, 65]. The key idea is a model in which
peripheral subnetworks are RSVP- and IntServ-aware and these subnetworks are
interconnected by DiffServ networks. In this model, the scalability of DiffServ
networks extends the reach of IntServ/RSVP networks. Intervening DiffServ
networks appear as a single RSVP hop to the IntServ/RSVP networks. RSVP
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signaling messages are carried transparently through the DiffServ networks.
Devices at the boundaries between the IntServ/RSVP networks and the DiffServ
networks process the RSVP messages and provide admission control based on the
resource availability within the DiffServ network.
Integrating DiffServ over MPLS network has been studied in [44]. This
research work modifies LDP so that the MPLS network understands the DSCP of
packet headers and provides DiffServ-related QoS differentiation over ATM
MPLS networks. This method forms a simple and efficient Internet model capable
of providing applications with differentiated QoS. The need for complex IP and
ATM signaling protocols like RSVP and P-NNI can be eliminated. No per-flow
state information is required leading to increased scalability. A lightweight
signaling protocol like LDP with the appropriate extensions along with the ATM
traffic management mechanisms provide all the necessary functionality and
flexibility required by large networks in a simple manner and without sacrificing
precious resources.
Finally, an approach to integration of all three IP QoS framework has been
proposed [45]. An integration model called DRUM (DiffServ and RSVP/IntServ
Use of MPLS) is suggested to deliver end-to-end service guarantees for both
DiffServ and IntServ networks, where part of the underlying technology used for
IP transport is MPLS, using DiffServ-like mechanisms for QoS provision.
Mechanisms for mapping appropriate DiffServ and IntServ service classes into the
set of MPLS service classes have been proposed. Since per-flow state information
and complex scheduling is not required in MPLS domain, the scalability gain
increased by integrating different QoS frameworks.
In summary, different IP QoS frameworks have pros and cons when deployed.
Thus in order to provide end-to-end QoS guarantees and flexible controls in
heterogeneous Internet environment, different IP QoS frameworks should be
integrated and coordinated in various ways. One QoS technology cannot replace
another QoS technology totally. Each IP QoS framework has different roles and
benefits to be harmonized with other IP QoS frameworks.
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3. DiffServ Framework and Its Limitations
In the previous chapter, three different IP QoS frameworks are explained with
different features and characteristics. Among them, DiffServ is especially
important to Internet service providers. Since the DiffServ enables Internet service
providers to construct scalable QoS solutions in comparatively large Internet
backbone networks, it is essential to deploy DiffServ networks within the domain
of those Internet service providers. In this chapter, DiffServ mechanisms are
reviewed in more detail to explain how the framework operates in detail. However,
in spite of its simplicity and scalability, real deployment of DiffServ networks
cannot be easily found out yet. There are a few limitations of the DiffServ
framework from the management point of view. This chapter reveals how those
limitations are raised. This thesis tries to solve these limitations for managing
DiffServ network domains.

3.1 DSCP, PHB, and Traffic Aggregation
DiffServ proposes a simple and scalable method to differentiate a set of traffic
among network nodes. The method is based on a simple model where traffic
entering a network is classified and possibly conditioned at the boundaries of the
network, and assigned to different behavior aggregates. Each behavior aggregate
is identified by a single Differentiated Services Code Point (DSCP).
DSCP is the most-significant 6 bits from the IPv4 Type-of-Service (ToS) octet
or IPv6 traffic class octet. This 6-bit field indicates how each router should treat
the packet. This treatment is called Per-Hop Behavior (PHB). PHB defines how an
individual router will treat an individual packet when sending it over the next hop
through the network. Being 6 bits long, the DSCP can have one of 64 different
binary values. Four types of PHBs have been defined as proposed standards thus
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far [6, 7, 8, 9]. They are default, class-selector, Assured Forwarding (AF), and
Expedited Forwarding (EF) PHBs. Table 2 summarizes the standard PHBs and
DSCP values. Among 64 available DSCP values 21 values are reserved. The other
DSCP values can be used for provisioning locally configurable mappings.
Table 2. Standard PHBs and Reserved DiffServ Code Points
PHB name

DSCP

description

default

000000

best-effort (RFC 1821)

class-selector

xxx000

7 classes (RFC 2474)

AFxy

xxxyy0

4 classes with 3 drop probabilities (RFC
2597)

EF

101110

no drop (RFC 2598)

000
000

001

010

011

100

101

110

default

001

AF11

AF12

AF13

010

AF21

AF22

AF23

AF31

AF32

AF33

AF41

AF42

AF43

011
100
101

111

classselector

EF

110
111
- bits in the first column: first three bits in DSCP
- bits in the first row: last three bits in DSCP
DiffServ-enabled network nodes handle classes of network packets differently
by using the DSCP value in the packet header within an administrative domain.
The DiffServ domain is a contiguous set of DiffServ-enabled nodes, which
operates with a common service provisioning policy and a set of PHB groups
implemented within each node. To select a PHB from one of the PHB groups
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supported within the domain, edge routers classify (and possibly condition)
ingress traffic to ensure that packets crossing the domain are appropriately marked.
Core routers check only the DSCP value of forwarded packets and perform
predefined PHB actions on the packets. It requires no per-flow state in backbone
and trunk routers. This internal behavior saves time and resources for providing
different service quality to different classes of users.

3.2 DiffServ Router Architecture
A DiffServ domain consists of a set of DiffServ routers under a set of
consistent provisioning rules. There are two types of DiffServ routers, one is edge
router located at the boundary of the DiffServ domain and the other is core router
interconnecting edge routers. Each DiffServ router is configured to handle DSCPmarked packets with pre-defined Per-Hop Behaviors (PHBs).
A DiffServ router is a fundamental DiffServ-enabled network node. The
conceptual model and requirements of the DiffServ routers are discussed in [13,
14]. A DiffServ router is considered to have a routing module, a set of Traffic
Control Blocks (TCBs), a queuing module, and a configuration and monitoring
module as shown in Figure 5.
management
(SNMP/COPS)

data

DiffServ
Configuration
and Monitoring

Ingress
TCB

Routing

Egress
TCB

Queuing

Figure 5. Conceptual Model of a DiffServ Router
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DiffServ-related modules are separated from the routing module to simplify
the addition of the DiffServ capability to the existing router. Traffic conditioning
can be performed either at the ingress point or at the egress point, or both. At each
ingress or egress point, a set of TCBs is cascaded to form complicated traffic
shaping. The queuing module is a set of underlying packet queues that store
packets before a router sends them out. The management module for the DiffServ
router can be operated in several ways, such as SNMP or Common Open Policy
Service (COPS) protocol [15, 16]. The management module configures TCB
parameters and monitors the performance of each TCB.
A DiffServ-enabled network node has a cascaded set of traffic conditioning
blocks (TCB) for handling DSCP-marked network packets. A traffic conditioning
block is a minimum logical element that controls DiffServ packets passing
through the DiffServ network node. It receives packets from the network and
classifies them into a predefined set of traffic aggregates by looking up the DSCP
value in packet headers. Each traffic aggregate is metered, marked, shaped, or
dropped separately. Figure 6 illustrates four components of a traffic conditioning
block [3].
TCB
Meter
Meter

Packet In

Classifier
Classifier

Marker
Marker

Shaper
Shaper
Dropper
Dropper

Packet Out

Figure 6. Basic Traffic Conditioning Block of DiffServ
A classifier selects network packets in a traffic stream based on the content of
some portion of the packet header. Five-tuple information and DSCP value in
packet headers are used for the classification process. A meter measures the
temporal properties of the stream of packets selected by a classifier. It passes state
information to other conditioning actions to trigger a particular action for each
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packet. A marker sets the DSCP of a packet and a shaper delays some or all of the
packets in a traffic stream in order to bring the stream into compliance with a
traffic profile. A dropper may discard some or all of the packets in a traffic stream
for the same reason.
More than one traffic conditioning block may exist in a DiffServ network node.
In this case, each TCB is connected to each other; that is, they are cascaded so that
a packet is conditioned by one TCB and then sent to another TCB to take the next
conditioning operation. This mechanism enables a DiffServ network node to build
much more flexible controls.
A conceptual TCB can be modeled as illustrated in Figure 7. When a packet
comes in, the packet is classified by the classifier with the predefined
classification rules. Classified packets are sent to one of multiple priority queues
and affected by the packet drop algorithms within each queue when congestion
occurs. The scheduler picks a packet from one of the priority queues by following
scheduling algorithms. Traffic flows following the procedures are shaped and
tailored to meet the requirements of the given traffic class.
Multiple Priority Queue

packet in

Scheduler

Classifier

classification
rules

packet drop
algorithms

scheduling
algorithms

Figure 7. Conceptual Model of a TCB
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packet out

3.3 DiffServ Service Models
The IETF DiffServ working group defines a few DiffServ service models and
associated PHBs for the service models. Each DiffServ service is constructed by
configuring each PHBs on DiffServ routers [30, 33].

3.3.1 Class Selector Service
Limited backward compatibility with the old Ipv4 ToS field’s precedence
classes [26] is achieved by reserving part of pool 1 for class selector PHBs. RFC
2474 defines the Class Selector PHBs as those that closely approximate the packet
handling of various IPv4 precedence levels. The associated Class Selector
codepoints are DSCP values in the range 000000 to 111000 (represented as
xxx00). A router implementing Class Selector PHBs must implement at least two,
and it may implement up to eight distinct PHBs. Multiple Class Seclector
Codepoints may map to a single Class Selector PHBs.
RFC 2473 has the following to say about the handling rules for Class Selector
PHBs.
 PHBs selected by a Class Selector codepoint should give packets a probability
of timely forwarding that is not lower than that given to packets marked with
a Class Selector codepoint of a lower relative order, under reasonable
operating conditions and traffic loads.
 PHBs selected by codepoints 11x000 must give packets a referential
forwarding treatment by comparison to the PHB selected by codepoint
000000 to preserve the common usage of IP precedence values 110 and 111
for routing traffic.
 PHBs selected by distinct Class Selector codepoints should be independently
forwarded; that is, packets marked with different Class Selector codepoints
may be re-ordered.

28

Various queuing and scheduling algorithms (WFQ, WRR, CBQ, Priority, and
so on) meet these requirements. It is sufficient that a router is configured to
properly map a packet arriving with any given Class Selector codepoint onto a
PHB that meets the preceding requirements.

3.3.2 Expedited Forwarding (EF) Service
RFC 2598 defines the very simple EF PHB and its associated service model.
An EF PHB requests every router along the path to always service EF packets at
least as fast than the rate at which EF packets arrive. This situation leads to three
subsequent requirements.
 Rate shape or police EF traffic on entry to the DS domain, to cap the rates at
which EF traffic may enter the network core.
 Configure the EF packet-serving interval at every core router to exceed the
expected aggregate arrival rate of EF traffic.
 EF packet-servicing intervals must be unaffected by the amount of non-EF
traffic waiting to be scheduled at any given instant.
RFC 2598 notes that it is possible to meet the scheduling requirements with
various scheduling algorithms, but does not mandate any particular approach.
Jitter characteristics are the main sources of difference.
Although in practice EF packets will be sent to a specific queue for
appropriate scheduling, the definition of EF service is such that on average this
queue ought to be small or empty. As consequences, the EF PHB is a suitable
building block for low-loss, low-latency, and low-jitter edge-to-edge services.
RFC 2598 notes that EF can be used to build ‘virtual lease line’ services because it
carves out a guaranteed slice of edge-to-edge bandwidth protected against all
other users of the DiffServ domain.
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By definition, packet drops within the network are meant to be rare for EF
service. Individual traffic flows using EF service are rate-shaped or aggressively
policed on entry to the DiffServ domain. Thus, correctly configured core routers
should be free from EF traffic arriving with an aggregate rate exceeding their
configured service intervals. As such, progressive or statistical drop mechanisms
such as RED are not part of the EF PHB definition.
A single DSCP of 101110 is recommended to indicate EF PHB. It is worth
noting that although the PHB is easy to define, an actual service based on EF
requires careful coordination of policing, shaping, and scheduler service intervals
along any path EF traffic is likely to take.

3.3.3 Assured Forwarding (AF) Service
Defined in RFC 2597, AF is actually a PHB group for edge-to-edge services
specified in terms of relative bandwidth availability and multi-tiered packet drop
characteristics. Whereas EF supports services with ‘hard’ bandwidth and jitter
characteristics, the AF group allows more flexible and dynamic sharing of
network resources, which supports the ‘soft’ bandwidth and loss guarantees
appropriate for bursty traffic. RFC 2597 actually defines four PHB groups, each
independently supporting AF behavior.
Two distinct classification contexts are encoded within the DSCP; a packet’s
service class and drop precedence. The service class provides the context with
which to select an appropriate queue. The drop precedence provides context to
weight RED-like behavior [66] expected from the queue manager, making it more
or less aggressive, depending on whether a packet’s drop precedence is high or
low. AF requires active queue management with independent RED-like behavior
on each queue to keep long-term congestion down while allowing short-term
burstiness.
We can consider the DSCP to be laid out an nnnmm0 with nnn encoding the
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service class (queue selection) and mm encoding the drop precedence. RFC 2597
currently defines four service classes and three levels of drop precedence. A
shorthand notion exists for referring to a particular AF PHB. AFxy refers to AF
service class x with drop precedence y. Table 2 gives the DSCP values associated
with each combination of service class and drop precedence.
Although an AF DSCP identifies one of four queues, it does not specify a
queue’s maximum size or the scheduler service interval associated with each
queue. The network operator configures these parameters on a case-by-case basis.
Each service class is distinguished by the level of forwarding resources it receives
at each hop, independent of the other three classes. To prevent possible reordering of packets belonging to application flows within a service class, an AFcompliant router must not map different service classes into the same queue and is
not allowed to distribute packets belonging to a single service class across
multiple queues.
Specific drop probabilities for each precedence level are assigned by the
network operator to meet the desired packet-loss characteristics for each class.
The only requirements are that drop precedence 3 must have a more aggressive
drop probability than precedence 2 has, and that precedence 2 must be more
aggressive than precedence 1 has. In addition, the probability functions are perclass. Packets marked AF12 may be subject to an entirely different drop
probability function than packets marked AF22. Although RFC 2597 defines three
drop precedence levels, a minimal AF implementation may get by with only two
distinct drop probability functions. In this case, both precedence 2 and 3 are
mapped to the function returning the higher drop probability. As with EF, actual
edge-to-edge service based on an AF PHB group requires coordination between
edge routers (to limit the type of traffic mapped to each AF class and drop
precedence) and the core routers (to ensure that appropriate resources and
behaviors are provided to each class and drop precedence).
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3.4 Limitations of DiffServ Framework
Thus far, the detailed functionality of DiffServ framework has been explained.
DiffServ achieves scalability while providing coarse-grained differentiation. The
IETF DiffServ working group defines a set of documents describing detailed
operations of the DiffServ framework. However, DiffServ framework has several
intrinsic limitations. In this section, limitations of DiffServ framework are
revealed.
DiffServ’s architectural simplicity is attractive, but actual deployment of edgeto-edge services requires filling in many unspecified parameter values, and few
guidelines exist for network operators to follow. Mapping hundreds or thousands
of mostly unrelated microflows to a limited set of PHBs requires a careful
balancing act – an act that is as much dependent on the network’s topology at any
point in time as it is on the ingress traffic conditioning and interior queuing and
scheduling.
Two approaches are available to ensure that individual edge-to-edge services
survive being aggregated as they pass through the core:
 Aggressively rate shape or police at the edges
 Overprovisioning the core
In the first case, the network as a whole appears fairly intolerant from the
perspective of the eternal traffic sources. In the second case, the network will, on
average, be underutilized. For example, when provisioning EF service class in
core routers, each core routers reserves bandwidths of the amount of one EF
service class times number of edge routers at worst case. These conditions
represent the two competing issues facing network designers – balancing service
flexibility against network efficiency.
The provision of differentiated services requires careful network wide
provisioning and configuration. Provisioning refers to the determination and
allocation of the resources needed at various points in the network. Provisioning
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may dictate the addition or removal of physical resources at various points
(physical provisioning). Provisioning may also dictate the modification of
operating parameters within existing physical network equipment to alter the
relative share of the equipment's resources which are allotted to one or another
class of traffic (logical provisioning). Configuration refers to the distribution of
the appropriate operating parameters to network equipment to realize the
provisioning objectives.
The second limitation is that DiffServ reserves resources per traffic aggregate,
not per microflow. When provisioning DiffServ networks, each DiffServ router
reserves network resources to each DiffServ class it can handle. This might cause
some greedy microflows to consume most of network bandwidths and make some
microflows experiences starvation for resources. Current DiffServ framework this
unfair resource consumption cannot be identified and resolved.
The third limitation concerns providing end-to-end QoS. Since DiffServ
network achieves QoS differentiation by configuring PHBs in each DiffServ
router and each DiffServ router controls DiffServ traffic separately from routing
control, it is said that the concatenation of PHB configuration following the
routing path cannot give correct end-to-end QoS information because at each
DiffServ router, DiffServ packets within the same DiffServ class traverse different
routing path. Thus, the routing path of a DiffServ class can be merged and splitted
while DiffServ packets come across DiffServ network domain. There is no way to
provide status of correct end-to-end DiffServ QoS.
Common reasons for those limitations of DiffServ network come from lack of
concrete management functionality in DiffServ network. Especially, current
DiffServ network needs to have a well-defined set of QoS monitoring methods for
extracting valuable status information for provisioning DiffServ network more
effectively. Constant monitoring QoS of traffic flows from one edge router to
another edge router is considered as important when controlling DiffServ QoS in
careful ways.
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4. Distributed Edge-to-Edge Throughput Monitoring
In this chapter, the main ideas for thesis research and research methodologies for
supporting the ideas are explained. First, several assumptions for the throughput
monitoring methods are explained to clarify conditions validating suggested
methods. Next, concrete modeling of edge-to-edge DiffServ flows are presented
and two different throughput monitoring methods for the edge-to-edge DiffServ
flows are suggested. Discrete simulation with the ns-2 network simulator [19]
verifies the suggested methods and several considerations when implementing
suggested methods in IP networks are discussed.
The concept of de-aggregating DiffServ flows according to its source and
destination edge enables network operators to analyze and understand the service
status in more detail. Network operators can obtain finer-grained service control
from coarse-grained DiffServ networks.

4.1 Assumptions for Monitoring Methods
There are several assumptions that should be explained before the presentation
of detailed edge-to-edge throughput monitoring methods in DiffServ networks.
With these assumptions, the proposed monitoring methods are valid and possible
to be realized.
The first set of assumptions are related to IP routing. The primitive IP routing
policy is destination-based single-path routing. Each DiffServ router is assumed to
operate in accordance with this IP routing policy. At a certain point of time, the
DiffServ router keeps a routing table that contains IP subsets of destination
addresses and addresses of next hop routers for the destination subsets. When we
have the routing tables from all the DiffServ routers in a DiffServ domain, we can
easily construct a routing topology at that time. Routing path from one edge router
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to the other edge router is assumed unique at each monitoring interval. Of course,
the routing path can be changed dynamically. Various reasons such as link outages,
node repairs, and load balancing can cause the entries of routing tables to be
modified constantly. In order to prevent the routing updates from breaking
consistency of edge-to-edge monitoring results, it is assumed that the routing
updates should be reported to the edge-to-edge monitoring system so that the
edge-to-edge throughput can be re-calculated.
The next assumption for monitoring edge-to-edge throughput monitoring
methods is that each DiffServ router is assumed to keep track of statistics of
transmitted packets belong to each DiffServ class. The number of transmitted
packets and the number of dropped packets are examples of such statistic
information. These per-class statistics should be stored in the DiffServ routers and
reported to the edge-to-edge monitoring system periodically. As explained in
Figure 7, the TCBs in a DiffServ router can monitor packet statistics of multiple
priority queues for DiffServ traffic classes. The per-class statistics are basic data
for performing edge-to-edge throughput monitoring.
The final assumption is related to drop characteristic of priority queues in
DiffServ routers. The suggested edge-to-edge throughput monitoring methods
need each priority queue to have the proportional drop characteristic. The
proportional drop means that the number of packet drops at a queue is
proportional to the amount of packets transmitted. The proportional drop is
important because the suggested monitoring methods calculate the amount of
packet drops of edge-to-edge DiffServ flows by using the characteristic. This
assumption is proved valid by simulation in Section 4.5.

4.2 Modeling Edge-to-Edge DiffServ Flows
A DiffServ router can handle QoS information of multiple DiffServ classes. If
a router rj handles packets of DiffServ class of ci, we can denote the QoS of the
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packets of DiffServ class of ci experienced in the router rj, is Q(ci,rj). QoS
information can include various performance parameters, such as throughput,
jitter, delay, number of packet drops, etc.
In order to construct an edge-to-edge model of DiffServ flows, it is necessary
to have a topological model of DiffServ flows, as well as a QoS information
model because edge-to-edge DiffServ flow is built on a routing path from one
edge router to the other edge router. The topology of a DiffServ domain is denoted
as a set of DiffServ routers (ri) interconnected with unidirectional routing path. A
unidirectional link (li) exists from router r1 to r2 if and only if there is a direct
routing path from r1 to r2. Thus, a topology of a DiffServ domain, T can be
denoted as follows.
T = R&L, where R = { r1, r2, r3, …, rm }, a set of m routers
L = { l1, l2, l3, …, ln }, a set of n links
In addition to the topological modeling, the dynamic traffic information
should be modeled as well. At a certain moment, there is a traffic flows between a
set of edge routers within the DiffServ domain. This is denoted as a DiffServ flow.
Since a DiffServ domain carries different classes of DiffServ traffic, a DiffServ
flow of class ci, D(ci) can be represented as follows.
D(ci) = (Ti, Qi), where Ti = Ri&Li"T
Qi = { Q(ci, rk) | rk Ri }
Ti is a subset of topology T and contains a set of routers and links, where the
DiffServ flow of class ci is detected and monitored.
An edge-to-edge DiffServ flow of concern is a set of IP packets flowing from
one edge router to another edge router with the same DSCP value in a certain
period of time. Thus, the edge-to-edge DiffServ flow of class ci, source edge
router rs, and destination edge router rd can be denoted as D(ci, rs, rd) and
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represented as the following equation.
D(ci, rs, rd) = (Ti,r ,r , Qi,r ,r ), where Ti,r ,r = Ri,r ,r &Li,r ,r "Ti
Qi,r ,r = { Q(ci, rk) | rk Ri,r ,r }
s d

s d

s d

s d

s d

s d

s d

Ti,r ,r is a subset of DiffServ flow Ti and represents the routing path from source
edge router, rs, to destination edge router, rd.
Figure 8 depicts mapping relationships of three hierarchical models. A
topology model contains a set of DiffServ flows of different DiffServ classes, and
a DiffServ flow model contains a set of different source/destination edge-to-edge
DiffServ flows. The graphical representation reveals how to extract an edge-toedge DiffServ flow from a topology of a DiffServ domain.
s d

Edge-to-Edge
Flow
of Class Ci

Flow of
Class Ci

Topology

Figure 8. Mapping Relationships of Topology, Flow, and Edge-to-Edge Flow
When managing DiffServ networks, it is beneficial to possess information on
edge-to-edge DiffServ flows in a DiffServ domain. First, edge-to-edge DiffServ
flows can be easily mapped to various network services provided by a DiffServ
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domain. Topology, status, and performance of the given network service is easily
retrieved from the edge-to-edge DiffServ flows information. Thus, service
management operations can be simplified and various high-level management
operations, such as accounting and billing, SLA negotiation and monitoring, can
be constructed on the edge-to-edge DiffServ flows. Secondly, routing decisions
can be combined with traffic conditioning decisions. Without edge-to-edge
DiffServ flows, routing is totally independent of traffic conditioning. This might
improve the performance of routers, but the separation makes traffic conditioning
ignorant of the routing topology. If traffic conditioning decisions can be made
with the knowledge of routing or vice versa, better decisions would be made. The
edge-to-edge DiffServ flows combine the routing and the traffic conditioning to
assist both decisions to become more effective and efficient. Lastly, runtime
dynamics of network traffic are represented in edge-to-edge DiffServ flows.
Dynamically changing behaviors can be classified in the DiffServ flows, and
administrators can easily understand and manipulate network traffic by managing
DiffServ flows, not by managing individual routers.
When managing edge-to-edge QoS of a DiffServ flow, we can use two
different approaches. One is measuring QoS at each edge point, and the other is
measuring QoS in every routing point on routing path. Our approach is a
distributed measurement of QoS information at every transit router between two
edge routers. And the locally measured QoS information is aggregated by
predefined rules.
The distributed QoS measurement and concatenation method is explained in
Figure 9. Following the routing path from the source edge router, Es, to the
destination edge router Ed, there are n core routers from R1 to Rn located serially.
Each core router can monitor and collect QoS information of traffic flows and
keep the information as Qi. The distributed QoS observation from one router does
not interact with other routers so that every transit router gathers QoS information
independently. When the edge-to-edge QoS is needed, the locally-observed QoS
are aggregated hop by hop.
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Figure 9. Distributed QoS Measurement and Concatenation
Information obtained from edge-to-edge DiffServ flows consists of two parts:
topology and performance. Topology information represents router-to-router
connectivity. A path from a set of source edge routers to a set of destination edge
routers must be provided. Performance information represents a number of
performance parameters of a given DiffServ path. The performance information
can be obtained by combining performance parameters of each router in a
DiffServ path.
To represent edge-to-edge DiffServ flows more efficiently, A set of graphical
notation of topology is devised. Basic graphical notations of DiffServ flows are
showed to understand the topological information of each DiffServ flow.
Figure 10 illustrates four different kinds of DiffServ node representations,
composed of a vertex and directed edges.
Direct

1 ingress / 1 egress

Split

Merge

1 ingress / n egress

m ingress / 1 egress

Switch

m ingress / n egress

Figure 10. Graphical Representation of DiffServ Nodes
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A direct node receives DiffServ flows from one direction and forwards it to
only one direction. A split node receives DiffServ flows from one direction but
forwards them to two or more directions. A merge node receives DiffServ flows
from multiple directions and combines them to one outgoing direction. A switch
node splits and merges at the same time from multiple incoming directions to
multiple outgoing directions. The reason why there are different types of DiffServ
nodes is that different kinds of network nodes require different parameter
aggregation rules.
Without loss of generality, the switch node can be converted to a linkage of
one merge node and one split node as in Figure 11. A virtual link with no
propagation delay connects a merge node with the same ingress edges in the
switch node and a split node with the same egress edges in the switch node. This
conversion enables the topology of an edge-to-edge DiffServ flow to be
represented without the switch node and makes the aggregation rules simpler.
With the switch nodes, the aggregation rules need to handle more complicated
cases.
virtual link

m ingress

m ingress / n egress

n egress

Figure 11. Conversion of a Switch Node
Thus, an edge-to-edge DiffServ flow can be represented as a linked list of
DiffServ nodes, which are one of direct, merge, and split nodes. A link belonging
to the edge-to-edge routing path is named ‘path link,’ a link belonging to a split
node and out of the routing path is named ‘split link,’ and a link belonging to a
merge node and coming in the routing path is named ‘merge link.’ At each hop of
the routing path from the source edge router to the destination edge router, only
one path link exists. Following the routing path, the split links extract traffic from
the edge-to-edge path and the merge links add traffic to the edge-to-edge path. A
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graphical representation of these links in an edge-to-edge DiffServ flow is
illustrated in Figure 12.
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Rn
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Figure 12. Graphical Representation of an Edge-to-Edge DiffServ Flow
The directed graph in Figure 12 is a flow network [20] with multiple sources
and sinks in graph theory. If we assume that the flow network is in steady state
within the monitoring interval, we can say that the amount of traffic coming in the
flow network at the source path link (P1) and the merge links (M1 to Mk) in the
routing path is the same as the amount of traffic going out from the flow network
at the destination path link (Pn+1) and the split paths (S1 to Sj) in the routing path.
Even if the packet drops occur due to congestion in some of the links, the
equilibrium property still holds true.

4.3 Edge-to-Edge Throughput with Min/Max Bound
From the modeling of an edge-to-edge DiffServ flow, a traffic flow of a
DiffServ class from one edge router to another edge router within the monitoring
interval can be graphically represented with an array of DiffServ routers and a set
of network links. Since each DiffServ router monitors QoS statistics for the
aggregated traffic of a DiffServ class, not for the edge-to-edge DiffServ flow of
concern, it is needed to devise how to construct the edge-to-edge QoS statistics
from the statistics for aggregated traffic. Locally-monitored performance
information and the edge-to-edge routing path are used to generate edge-to-edge
QoS of DiffServ flows. Simple hop-by-hop QoS concatenation rules are proposed
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for concatenating QoS values of parameters monitored at each DiffServ node in
edge-to-edge routing path. The purpose of the concatenation rules is to extract
status of an edge-to-edge DiffServ flow from locally-observed traffic statistics.
The first approach is to find the minimum and maximum amount of
throughput of the edge-to-edge DiffServ flow from the locally-observed traffic
statistics.
The maximum amount of throughput of the edge-to-edge DiffServ flow can be
obtained by finding the minimum value among the throughput of all path links.
Since the edge-to-edge throughput of a DiffServ flow is bounded by the link of
the minimum throughput, the edge-to-edge DiffServ throughput is at most the
value of the minimum throughput. Hop-by-hop concatenation rule is to find the
smaller value between the ingress throughput and the egress throughput at each
DiffServ router.
The minimum amount of throughput of the edge-to-edge DiffServ flow can be
obtained by extracting the amount of throughput at split paths from the current
edge-to-edge throughput value. The minimum throughput situation occurs when
the initial traffic from the source edge router is divided at each split path as much
as possible. Hop-by-hop concatenation rule is to extract the amount of throughput
of the split path from the current minimum throughput value whenever
encountering a split path within the edge-to-edge DiffServ model. At the direct
and merge nodes, the same operation for calculating the maximum amount of
throughput is applied.
With the above QoS concatenation rules, the maximum and the minimum
amount of throughput of the edge-to-edge DiffServ flow is calculated. When the
edge-to-edge throughput is found, we can see how much portion of the aggregated
traffic at each DiffServ path link is consumed by the edge-to-edge DiffServ flow.
Without the edge-to-edge DiffServ concepts, network administrators cannot tell
the portion for each internal flow. This bandwidth sharing within the aggregated
traffic can be quantified by bandwidth sharing ratio (BSR), defined as follows.
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bandwidth sharing ratio (BSR) =

amount of edge-to-edge throughput
amount of aggregated throughput of a link

The BSR is important for extracting the edge-to-edge DiffServ flow from
mixed DiffServ flows in a link. If there are multiple ingress links and the DiffServ
node does not distinguish different edge-to-edge DiffServ flows because of the
same DSCP value, every egress link might have a mix of different edge-to-edge
DiffServ flows. However, since we know the current amount of throughput of the
edge-to-edge DiffServ flow in the ingress link and the DiffServ node treats
packets the same way at the egress link, we can assume that performance
parameters, such as throughput and number of dropped packets in the egress link,
are divided according to the fraction of the amount of ingress link over the amount
of egress link. For example, if the throughput of edge-to-edge DiffServ flow of
concern is 10 Mbps in the ingress link, while the throughput of the next hop
egress link is 20 Mbps, we assume that a half of the egress link traffic comes from
other edge-to-edge DiffServ flows. In this situation, the BSR is 0.5, and so the
throughput and number of dropped packets of the egress link should be multiplied
by the fraction to extract parameters of edge-to-edge DiffServ flow of concern.

4.3.1 Min/Max Throughput Monitoring Algorithms
The edge-to-edge throughput monitoring has two phases. The first phase is for
calculating edge-to-edge throughput following routing path in forward direction
and the second phase is for calculating edge-to-edge drop following routing path
in reverse direction. The second phase uses BSR of the edge-to-edge DiffServ
flow at each link in the routing path calculated in the first phase.
The reason why two separate phases are needed is that a single phase cannot
calculate exact amount of packet drops for the edge-to-edge DiffServ flow
because the final edge-to-edge throughput is not calculated while progressing the
first phase. Thus, after the final edge-to-edge throughput is calculated, the second
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phase can calculate the exact amount of packet drops at each link by using BSR of
the edge-to-edge DiffServ flow. The first and second phase algorithms are
described as follows.
Min/Max Throughput, First Phase
Input: throughput at each link, edge-to-edge topology
Output: minimum and maximum of final edge-to-edge throughput
TH_max = TH_min = throughput of P1
for ( each path link, Pi ) {
BSR_max = TH_max / throughput of all merged links
DROP_max = BSR_max * Di
TH_max = TH_max - DROP_max
BSR_min = TH_min / throughput of all merged links
DROP_min = BSR_min * Di
TH_min = TH_min - DROP_max
TH_max = min( TH_max, throughput of Pi+1 )
if ( Ri is a split node ) {
TH_min = TH_min - throughput of all split links
} else {
TH_min = min( TH_min, throughput of Pi+1 )
}
}
final_throughput_max = TH_max
final_throughput_min = TH_min
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Min/Max Throughput, Second Phase
Input: throughput and drop at each link, edge-to-edge topology
Output: minimum and maximum of initial edge-to-edge throughput, transit
drop at each link
TH_max = final_throughput_max
TH_min = final_throughput_min
for ( each path link, Pi, in reverse order ) {
BSR_max = TH_max / throughput of Pi
DROP_max = BSR_max * Di
TH_max = TH_max + DROP_max
BSR_min = TH_min / throughput of Pi
DROP_min = BSR_min * Di
TH_min = TH_min + DROP_min
}
initial_throughput_max = TH_max
initial_throughput_min = TH_min

4.3.2 Min/Max Throughput Monitoring Examples
Two detailed examples (one with no packet drop and one with packet drops)
are illustrated with the routing topology in Figure 13. An edge-to-edge DiffServ
flow starts at a source edge router Es and sinks at a destination edge router Ed.
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There are four core routers, labeled from R1 to R4 with path links from P1 to P5,
merge links M1 and M2, and split links S1 and S2. Thus, routers R1 and R3 are
merge nodes and routers R2 and R4 are split nodes.

M2

M1
Es

P1

R1

P2

R2

R3

P3

P4

S1

R4

P5

Ed

S2

Figure 13. Example Topology of an Edge-to-Edge DiffServ Flow
The first example case is in a situation where all links have no packet drops.
There is no congestion point in this situation and packets injected to the network
are completely transferred to the desired destination node. Example QoS
monitoring information and edge-to-edge concatenation in this situation is given
in Figure 14. The number at each link represents a relative value of the measured
bandwidth within a monitoring interval at the link.
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Figure 14. Example of Edge-to-Edge Concatenation Rules (No Drop Situation)
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At first, the initial throughput received by the source edge router is 80. By
following the routing path and the QoS concatenation rules, it is found that the
maximum edge-to-edge throughput of the DiffServ flow is bounded to the value
of 60 at path link P3. And the minimum edge-to-edge throughput of the DiffServ
flow is bounded to the value of 40 because there are two split paths, S1 and S2,
with the divided throughput of 30 and 10 respectively. The amount of the divided
throughput is extracted from the amount of initial throughput. At each network
link, the BSR value is calculated to represent how much outgoing bandwidth is
reserved for the edge-to-edge DiffServ flow.
The second example illustrated in Figure 15 and Figure 16 is in a situation
where there are congestion points where available bandwidth is less than the
traffic demand at some network links and thus packets are dropped at the
bottleneck links. The numbers within parentheses represent the relative amount of
packet drops monitored at each link. The sum of throughput and packet drops at
an outgoing link is the same as the total throughput at the previous incoming links.
The min/max throughput calculation is basically the same as the previous
example. However, since there exist packet drops, we need to calculate how much
portion of all packet drops measured at the bottleneck link for the aggregated
traffic is related to the edge-to-edge DiffServ flow. The QoS concatenation is
performed in two phases. The first phase is for calculating minimum and
maximum throughput for the edge-to-edge DiffServ flow, and the second phase is
for calculating the number of packet drops of the edge-to-edge DiffServ flow
because the number of packet drops calculated in the first phase includes packet
drops of split traffic flow that should be eliminated for the edge-to-edge DiffServ
flow. The split traffic flow starts from the same ingress router, but ends to the
different egress router. The first phase example is illustrated in Figure 15 and the
second phase example is in Figure 16.
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Figure 15. Edge-to-Edge Concatenation (Drop Situation, First Phase)
There are two bottleneck links, P2 and P4, in this example. At each bottleneck
link, the BSR value is determined to calculate the portion of packet drops for the
edge-to-edge DiffServ flow. The overall calculation for the minimum throughput
is performed as follows.
The initial amount of traffic received by the ingress edge router is 80. The first
node, R1, is a merge node and receives merged traffic of 20, which is added to the
current throughput of 80. Since R1 is a merge node, the BSR value is calculated as
80/100 because the merged total throughput is 100 and the received throughput
from the routing path is 80. Now the merged traffic is also shaped with the drop of
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10 at the path link P2 and thus the amount of throughput transferred to R2 shrinks
to 80. When calculating number of dropped packets, the BSR value is used. Since,
at P2, the merged traffic is treated with the same shaping processes, we can
assume the drop probability is evenly distributed over all incoming packets. Thus,
among the amount of dropped packets of 10, only the BSR portion of it affects the
edge-to-edge DiffServ flow of concern. This is calculated by multiplying the BSR
value to the current amount of dropped packets and resulted in value of 8. Thus
the current edge-to-edge throughput shrinks to 72 by extracting the amount of
dropped packets. At the node R3, since this node is a split node with split traffic
volume of 30, the minimum throughput shrinks to 42 by extracting the amount of
split traffic. At the path link P4, the same BSR calculation is performed and the
results amount of packet drops is 5. The total amount of dropped packets in the
edge-to-edge DiffServ flow is accumulated to 13 at path P4. Finally, by
calculating split path of S2, the final minimum throughput of the edge-to-edge
DiffServ flow becomes 27.
The maximum throughput is calculated by following the same steps in the first
example and the final value is 52. The only difference is that for the maximum
throughput, the split path is not considered and the smaller value between
incoming and outgoing throughput of each path link is selected.
In order to calculate the amount of packet drops for the edge-to-edge DiffServ
flow, we need to apply similar concatenation rules again. In the second phase, the
calculation starts from the egress router, which is in reverse order. The reason why
we need the second phase for the edge-to-edge drops is that the amount of
dropped packets from the first phase does not represent the actual amount of
dropped packets of the edge-to-edge DiffServ flow of concern. We need to recalculate it from the final minimum and the final maximum value. The second
phase example is described in Figure 16.
At the egress point, there is the final minimum and the final maximum
throughput values from the first phase calculation. From the egress router to the
ingress router in reverse order, the hop-by-hop calculation is as follows.
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Figure 16. Edge-to-Edge Concatenation (Drop Situation, Second Phase)
At the path link P4, the total amount of dropped packets is 10. However, since
the BSR of the edge-to-edge DiffServ flow is below 1, only the portion of the
amount of dropped packets is related to the edge-to-edge DiffServ flow. For the
minimum throughput, the BSR is 27/70 and the calculated amount of dropped
packets is 4. For the maximum throughput, the BSR is 52/70 and the calculated
amount of dropped packets is 7. Then, before moving forward to the previous
router, we need to add the amount of dropped packets to the current edge-to-edge
throughput value because the amount of dropped packets had been transferred
before the bottleneck link. Thus, the total throughput increases to 31 for the
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minimum, and to 59 for the maximum. The same calculation is applied at the path
link P2, and the final amount of dropped packets for the maximum throughput
case is 7 while the value is 14 for the minimum throughput case.
With the two-phased calculations, we can determine the maximum and the
minimum value of throughput of the edge-to-edge DiffServ flow from the locallyobserved statistics for the aggregated traffic. When packets are dropped in some
of routers in the routing path, we can calculate how much portion of packet drops
occurs for the edge-to-edge DiffServ flow. With this drop information, the amount
of throughput initially injected at the ingress router is also projected.

4.4 Edge-to-Edge Throughput with Ingress Marking and Egress
Counting
In order to monitor edge-to-edge QoS of a DiffServ flow, it is essential to
know the amount of traffic between two specific source and destination edge
routers. This section suggests a mechanism to measure the amount of traffic
between every source/destination pair by using an ingress marking / egress
counting (IM/EC) method. The overall architecture of the proposed method is
described in Figure 17.
At every edge router, the edge router marks its identifier in packet header and
this information reaches the destination edge router. When an edge router receives
a packet, the router can distinguish which edge router injects this packet into the
DiffServ domain. With this mechanism, the every edge router keeps the amount of
traffic from every other edge router. This information is referred as ‘E-to-E
throughput matrix’ hereafter.
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Figure 17. Source Marking / Destination Counting Architecture

4.4.1 IM/EC Throughput Monitoring Algorithms
With the E-to-E throughput matrix, the first phase algorithm described in the
previous min/max monitoring method is not necessary. When an edge-to-edge
DiffServ flow is specified with a combination of ingress and egress edge routers,
the only thing to calculate the edge-to-edge throughput of the DiffServ flow is
looking up the E-to-E throughput matrix stored in the egress router and searching
for ingress edge router ID in the matrix. Thus, only the second phase algorithm is
needed. The second phase algorithm is basically the same as in the min/max
monitoring method. While following the routing path in the reverse order, the
second phase algorithm calculates BSR of the edge-to-edge DiffServ flow and
amount of packet drops at each link for the edge-to-edge DiffServ flow. And then,
the second phase algorithm increases current throughput with the amount of
packet drops so that the initial injected throughput at the ingress edge router is
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calculated in the end.
IM/EC Throughput, Second Phase
Input: throughput and drop at each link, edge-to-edge topology
Output: initial edge-to-edge throughput, transit drop at each link
TH = edge-to-edge throughput from the E-to-E matrix
for ( each path link, Pi, in reverse order ) {
BSR = TH / throughput of Pi
DROP = BSR * Di
TH = TH + DROP
}
initial_throughput = TH

4.4.2 IM/EC Throughput Monitoring Examples
With the local QoS monitoring information and the E-to-E throughput matrix
at edge routers, the edge-to-edge DiffServ QoS can be obtained as the following
two examples. One example is in a situation without packet drop (Figure 18) and
the other example is with packet drops at transit routers (Figure 19).
When there is no packet loss across the whole routing path, which is unloaded
network situation, the amount of traffic marked from ingress Es is the same as the
amount of traffic leaving Es. By dividing the amount by the total bandwidth
utilization at each link, the BSR of the edge-to-edge traffic flow at the link is
obtained. For example as in Figure 18, at the first link, the BSR is 3/8 and it
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becomes 1/3 at the next link. With this BSR value, network administrators can
find how much portion of one specific link’s utilization is consumed by the edgeto-edge traffic flow of concern.
20

10

Es

R1

80

90

R2

R3

60

80

R4

30

Ed

70

from Es : 30

10

Throughput

30

30

30

30

30

Share Ratio

30/80

30/90

30/60

30/80

30/70

Figure 18. Example QoS Concatenation (No Drop Situation)
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Figure 19. Example QoS Concatenation (Drop Situation)
When network resources become scarce and there are multiple bottleneck
points between two edge routers as in Figure 19, the total amount of traffic left
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from ingress router cannot reach egress router. At bottleneck links, some portion
of the traffic should be discarded. At the egress router, the counted amount of
traffic from a certain ingress router Es becomes much less than the amount of
original traffic left Es. In this situation, it is important to know where the packets
are dropped and how much portion of the edge-to-edge traffic flow is discarded at
the link.
As depicted in Figure 19, if the amount of traffic from ingress router Es is
counted to 30 at the egress router Ed, the amount of dropped packets at each
routing path can be calculated as follows. The calculation starts from the path link
adjacent to egress router and the calculation ripples to the ingress router link by
link. There two kinds of numbers at each link, the number without parentheses
means the amount of traffic measured at each link and the number within
parentheses means the amount of traffic dropped at each link. These values
measured in core routers are for aggregated flow, which means the total amount of
traffic belonging to a DiffServ class, not for each edge-to-edge flow. Thus, the
amount of edge-to-edge flows from ingress Es and egress Ed is included in the
measured value.
At first, at the last path link adjacent to Ed, the bandwidth sharing ratio of the
edge-to-edge flow is calculated. Since the amount of marked traffic measured at
Ed is 30 and the amount of total traffic measured at the path link is 40, the BSR
becomes 3/4. Next, the amount of dropped packets is calculated by multiplying
the BSR to the total amount of dropped traffic at the path link. In order for this
calculation to be correct, the drop probability at each link should be independent
of number of edge-to-edge flows. That is, the likelihood of dropping packets
should be fair and proportional to the amount of traffic flowing through the link.
This assumption will be proved true when the link uses RED-typed queuing
disciplines in the next section. Thus, the amount of dropped traffic for the edge-toedge DiffServ flow is calculated to 8 among total amount of dropped traffic of 10.
Now, the total amount of edge-to-edge traffic reached at the path link is assumed
to be 38 by adding the amount of dropped traffic at the path link. Applying the
55

same calculation rule at each path link one by one, the final throughput left
ingress router Es is calculated to 57 among total amount of traffic left of 90.

4.5 Proportional Drop Simulation and Verification
The proposed method assumes that drop probability of an edge-to-edge
DiffServ flow is proportional to the amount of bandwidth shared by the flow at
the link. It is required that this property is actually valid in simulation
environment. DiffServ routers use Random Early Detection (RED) [66] queues to
drop excessive amount of packets when congestion occurs. In this section, the
proportional drop rate is investigated in a simulation network by using ns-2
discrete event simulator.
RED uses the queue’s average occupancy as a parameter to a random function
that decides whether congestion-avoidance mechanism ought to be triggered. As
the average occupancy increases, the probability of a packet-drop action increases.
Figure 20 shows a typical drop probability function of RED queue.
guaranteed drop
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Figure 20. RED Drop Probability Function
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For occupancy up to a lower threshold, min_th, packets pass through
untouched. Above min_th, the probability of packet drop rises linearly toward a
probability of max_p reached for an occupancy of max_th. At and above max_th,
packets are guaranteed to be dropped.
These three phases are sometimes referred to as normal, congestion avoidance,
and congestion control, respectively. The worst-case long-term queue size is
limited to max_th. RED begins early in that it begins triggering congestion
indications well before the queue becomes full. RED discards packets in
proportion to the bandwidth used by the flows. This means that edge-to-edge
flows competing for bandwidth allocated to an RED queue experience relative
drop rate according to each flow’s BSR.
To verify the relative drop rate of edge-to-edge DiffServ flows, a simple
merge node is modeled with ns-2 network simulator. Figure 21 describes the
modeling of a merge node with RED queue.
traffic source 1

E1

2M
1M

R
traffic source 2

E2

2M

E3

traffic sink

RED queue
at core router

Figure 21. Modeling an RED Merge Node
There are three edge routers (E1, E2, and E3) and one core router (R) in the
modeling. The edge routers, E1 and E2 are ingress edge routers with traffic
sources, and the edge, E3, is an egress edge router with a traffic sink. Thus, there
are two kinds of traffic flows from E1 to E3, and from E2 to E3. The bandwidth
allocation for this DiffServ class in each link is represented on each path. 2Mbps
is allocated for E1-R and E2-R links and 1Mbps is for R-E3 link. Within core
router, R, an RED queue merges two different traffic flows (one from E1 and the
other from E2) and discards packets when congestions occur.
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In order to make the R-E3 link saturated and to investigate the proportional
drop rates, the total traffic arriving at router R is configured to be maximum of
1.2Mbps, which is 20% over the maximum allocated bandwidth of 1Mbps. The
bandwidth shares of two edge-to-edge DiffServ flows are differently configured at
each simulation step. The bandwidth share starts 1 to 9, which means that the
amount of traffic from E2 is 9 times more than the amount of traffic from E1. And
then the amount of traffic from E2 is gradually increased and the amount of traffic
from E1 is gradually decreased. Finally, the bandwidth share becomes 9 to 1. For
each simulation step, the amount of dropped packets for each flow is recorded.
Table 3 summarizes the simulation results.
Table 3. Proportional Drop Simulation Result
BSR

E1E3

E2E3

1:9

0.12Mbps

1.08Mbps

Total
RED
Drop
3238

2:8

0.24Mbps

0.96Mbps

3:7

0.36Mbps

4:6

Drop from E1

Drop from E2

325 (10.04%)

2913 (89.06%)

3219

649 (20.16%)

2570 (79.84%)

0.84Mbps

3246

956 (29.45%)

2290 (70.55%)

0.48Mbps

0.72Mbps

3219

1246 (38.71%)

1973 (61.29%)

5:5

0.6Mbps

0.6Mbps

3267

1658 (50.75%)

1609 (49.25%)

6:4

0.72Mbps

0.48Mbps

3229

1944 (60.20%)

1285 (39.80%)

7:3

0.84Mbps

0.36Mbps

3227

2271 (70.37%)

956 (29.63%)

8:2

0.96Mbps

0.24Mbps

3210

2581 (80.40%)

629 (19.60%)

9:1

1.08Mbps

0.12Mbps

3391

3065 (90.39%)

326 (9.61%)

The simulation results show that the RED queue drops packets in proportion
to the amount of bandwidth share of each merged traffic flow. Although there
exist small errors in each simulation, the RED queue dropped packets with the
same ratio over two different DiffServ flows. Figure 22 depicts the relationship in
graph. The projected line represents the initial bandwidth share of traffic sources
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and the red dots in the graph represent the simulated drop ratio of DiffServ flows.
Almost all simulations show that the RED drops packets in proportion to the
amount of bandwidth shares in its input link.

Figure 22. BSR vs. Simulated Drop Ratio
With the above simulation results, it is concluded that RED queues used in
DiffServ routers actually drop packets in proportion to the bandwidth share of
each DiffServ flows. In addition, since each DiffServ router independently queues
and processes packets, the edge-to-edge drop ratio calculated by concatenating
drop ratio at each RED queue is valid. Despite a limited number of errors between
calculation and actual packet drops due to the dynamic nature of communication
network, the errors are not correlated to each other and can be ignored when
calculating edge-to-edge drop ratio.
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4.6 Implementation Considerations
When implementing the proposed method in DiffServ networks, it is needed
to consider the following considerations. The first consideration is about the
detailed implementation of source edge marking. The second consideration is
about monitoring interval when collecting statistical information from each
DiffServ router.

4.6.1 Source Marking Methods
The proposed ingress marking / egress counting method needs additional
marking in IP packet header. This requires additional header space for bit marking
for edge routers. Here are two proposals for implementing additional header mark.
A straightforward marking method uses the existing DSCP field. The ToS byte
containing DSCP field is 8-bit long (6 bits are for DSCP). If we reconfigure the
structure of ToS byte to contain both DSCP and edge ID, the ToS byte can be used
for source marking method. For example, the 8-bit ToS byte can be divided to two
regions, one for DSCP and the other for edge ID. 4-bit DSCP can contain 16
different codes and 4-bit edge ID can contain 16 different IDs. Thus, if core
routers are configured to check only the modified DSCP bits and edge routers are
configured to mark edge ID at edge ID field, the DiffServ network can carry
source-marked IP packets in its domain and count the amount of traffic between
each edge routers.
The method using the modified DSCP field has limitations in providing
enough numbers of edge routers and DSCP because the method packs two
different information only in one byte (8 bits). The 8-bit limitation can be
affordable in some small DiffServ networks with a few service classes and a few
edge routers. However, in more complicated DiffServ domains, the modified
DiffServ method cannot be applied. For this generalized environment, additional
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header field should be used. Current IP packet header does not have additional
space for this purpose. The possible mechanism is using MPLS scheme. Since
MPLS has 20-bit shim header and the header can be stacked multiple times,
theoretically there is no limitation to contain additional information in IP packet
header. Various kinds of methods for embedding edge ID in shim header can be
organized. The ToS byte in the original IP packet header is not modified at all in
MPLS method.
Each of the two methods has pros and cons. The modified DSCP method can
be applied without changing existing DiffServ network devices. The only thing to
change is dividing the ToS byte into two fields. The core and edge routers are not
modified either. The edge routers need to mark both edge ID and DSCP and core
routers need to look up the modified DSCP values. However, overall
modifications are only limited to configuration parameters. No hardware
modification is needed. Thus, the modified DSCP method can be used in a small
DiffServ network in the migration stage.
The MPLS method needs every DiffServ router to support the MPLS
mechanism. The DiffServ routers in the domain should decode the MPLS header
and forward the header to the next hop router. Every DiffServ router should
additional change in packet handling, mostly in hardware modules. However, the
MPLS-based DiffServ network is widely accepted as a future IP QoS network, it
is likely that the MPLS network will be widely deployed in backbone networks. In
this network environment, it is easy to add edge ID on MPLS header because each
DiffServ router is already MPLS-ready. Also, the MPLS-based method does not
have limited space for edge ID and DSCP value and thus general solution to big
backbone networks.

4.6.2 Considerations on Monitoring Interval
When collecting statistical information from every DiffServ router, it is
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difficult to define proper monitoring interval. If the monitoring interval is too
short, system load for monitoring increases and statistical errors in collected data
increases. However, if the monitoring interval is too wide, the short-term
fluctuation in the statistical data is averaged out and not detected. Thus, proper
monitoring interval is hard to decide. The actual monitoring interval in a DiffServ
management system should be decided based on careful experience in the current
system environment. The amount of information and the correctness of
information is derivatively determined by the monitoring interval.
Two rules of thumbs are suggested for determining monitoring interval. One
rule is that the monitoring interval should be longer than the longest edge-to-edge
transmission delay. If the monitoring interval is shorter than the transmission
delay, the collected information will omit the overall transmission characteristics
of each flow. The monitoring interval should monitor complete transmission of
each packet flow. The other rule is that the monitoring interval is shorter than
congestion period. If a congestion period is shorter than the monitoring interval,
some of edge-to-edge DiffServ flows detected within the period do not experience
the congestion. Further, this might cause errors in calculating drop rates of each
edge-to-edge DiffServ flows.
One more consideration in implementing DiffServ monitoring system is clock
synchronization in each monitoring device. However, in a polling system, the
clock synchronization is not important because polling system collects data in
central server and central server can assume the information collected at a certain
time period is measured in the same interval in each device.

4.7 Comparison of Two Monitoring Methods
The two monitoring methods for extracting edge-to-edge QoS statistics from
aggregated local QoS monitoring information have pros and cons to each other.
The first method (edge-to-edge QoS monitoring with min/max bound) extracts
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throughput bound with maximum and minimum values without changing the
current DiffServ framework. The second method (edge-to-edge QoS monitoring
with ingress marking / egress counting) counts the exact amount of edge-to-edge
DiffServ flow traffic with internal modifications on edge routers. Both methods
calculates the amount of dropped packets of each edge-to-edge DiffServ flow by
using the proportional drop characteristic of DiffServ RED queue and the amount
of measured throughput of each edge-to-edge DiffServ flow.
In terms of accuracy of monitoring, the second method is more accurate than
the first method. Since the first method only projects the deterministic bound for
the actual edge-to-edge throughput, the gap between the minimum and the
maximum bound can be large in some situations. Though the bound can be more
useful for managing edge-to-edge DiffServ flows than the total aggregated
statistics, the exact projection is needed in many service functionalities. The
second method produces the exact amount of traffic between two different edge
routers within a certain monitoring interval.
In terms of implementation easiness, the first method is easier to implement in
the current DiffServ framework than the second method. The first method can be
realized without any modification on the current DiffServ framework. The local
QoS monitoring is the only thing needed for the method. However, the second
method needs internal modifications on edge routers. Ingress edge routers are
needed to mark edge ID on packets they inject to the DiffServ domain, and the
egress edge routers are needed to check the edge ID and create edge-to-edge
throughput matrix at each monitoring interval. Although this requires additional
overhead on edge routers that handle relatively small amount of traffic, the
method does not require any modification on core routers that handle huge
amount of traffic in DiffServ networks. Thus, careful design and implementation
of the second method may provide more feasible and accurate monitoring results.
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5. Applications of the Proposed Monitoring Methods
In this chapter, the proposed monitoring methods from the previous chapter
are applied to several management functions for DiffServ networks. The example
scenarios in this chapter show the effectiveness and efficiency of the proposed
monitoring methods.

5.1 Edge-to-Edge QoS Status Monitoring
Network administrators clearly need to have network status information that is
dynamically changing due to numerous reasons in networks. With the proposed
edge-to-edge monitoring method, the network administrators are able to collect
network status efficiently. For every edge-to-edge pair, the amount of network
traffic between the two edge routers is always counted within monitoring interval.
With this QoS monitoring information, the network administrators easily construct
whole network status and use the information to make QoS reconfiguration
decisions.
With local monitoring information only, it is difficult to understand overall
network status. However, with the proposed edge-to-edge QoS monitoring
methods, the amount of traffics from one edge router to another edge router is
reported and analyzed. For each network link, we can investigate how many edgeto-edge DiffServ flows are merged and compete for the reserved bandwidth and
how much portion of the total bandwidth is shared by each edge-to-edge DiffServ
flow. This information is important when congestion occurs and network
administrators want to resolve bottleneck problems.
In order to show the effectiveness of edge-to-edge DiffServ QoS monitoring, a
discrete simulation on a simple DiffServ network model has been performed.
Figure 23 shows the simulation network with six DiffServ routers. Two routers
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(S1 and S2) are ingress edge routers and two other routers (D1 and D2) are egress
edge routers. Two routers (R1 and R2) are core routers in this DiffServ domain.
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set d1_1

source
set s1_1

S1

D1

source
set s1_2

R1
source
set s2_1

sink
set d1_2

R2
sink
set d2_1

S2

D2
sink
set d2_2

source
set s2_2

Figure 23. Simple Simulation Model
In each ingress edge router, there are 10 CBR traffic sources categorized in
two source sets. Traffic sources within the same source set have the same
destinations. In each egress edge router, there are 10 traffic sinks, also categorized
in two sink sets. In order to make four different DiffServ flows, the traffic source
set S11 is connected to the sink set D11 and the traffic source set S12 is connected
to the sink set D21. Likewise, the traffic source set S21 is connected to the sink
set D12 and the traffic source set S22 is connected to the sink set D22. Thus, four
different DiffServ flows with different routing paths (S1  D1, S1  D2, S2 
D1, and S2  D2) are constructed.
Each microflow connection randomly starts and stops generating CBR traffic
during random amount of time. The minimum traffic generation rate is 64 bps and
the maximum rate is 1 Mbps. For the simplicity, the link bandwidth of all network
links is enough to carry all traffic without packet loss. During the simulation
period of 20 seconds, the amount of aggregated DiffServ traffic measured in the
link between R1 and R2 changes as in Figure 24. Ten randomly different
microflows with different source and destination are aggregated in one DiffServ
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class. With this statistics we can see the total amount of traffic passed the core link,
however, we cannot distinguish how much portion of the consumed bandwidths
are allocated to each edge-to-edge traffic flows.

Figure 24. Aggregated Throughput at R1-R2 Link
With the proposed edge-to-edge QoS monitoring methods, the amount of
bandwidth used for each edge-to-edge DiffServ flow can be bounded by min/max
values (from the first method) and further can be exactly counted (from the
second method). The total amount of traffic is classified and distinguished
according to four different edge-to-edge DiffServ flows. In Figure 25, we can see
that the actual amount of edge-to-edge DiffServ is located between the min/max
bound. Network administrators can understand how different edge-to-edge
DiffServ flows are aggregated to the total amount of traffic at each network link
from the QoS monitoring methods.
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Figure 25. Statistics for Four Different Edge-to-Edge DiffServ Flows

5.2 Dynamic Adaptive Provisioning
As previously stated, DiffServ lacks in providing concrete provisioning
methods to configure QoS parameters in DiffServ devices. The simplest approach
is static provisioning method that reserve QoS parameters once and do not change
the value during considerable amount of time period. Although the static
provisioning approach is easy to implement, generally the static provisioning
method severely underutilize the overall bandwidth and also inflexible to dynamic
network changes.
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Dynamic adaptive provisioning is an alternative approach to configure QoS
parameters in each network device periodically to reflect dynamic network status
changes. In order to enable dynamic adaptive provisioning, it is required to
monitor current network status repeatedly. With the proposed edge-to-edge QoS
monitoring methods, the dynamic adaptive provisioning on DiffServ domains can
be realized with easy and efficient mechanisms.
For example, when an expedited forwarding service is provisioned, the static
provisioning method reserves bandwidth for all edge-to-edge paths. In the worst
case, this provisioning needs that every link reserves the amount of EF bandwidth
times number of edge routers because a certain link might provide network
bandwidth for every edge-to-edge DiffServ flows. However, if we consider the
routing paths of edge-to-edge DiffServ flows and actual traffic demand monitored
by the proposed monitoring methods, the required bandwidth can be decreased
considerably. While the worst case static provisioning underutilizes most of link
bandwidths, the dynamic adaptive provisioning with the monitoring information
can efficiently utilize the valuable bandwidths.
For the assured forwarding service, the edge-to-edge QoS information can be
used effectively as well. When provisioning assured forwarding service, we need
to have edge-to-edge QoS because the network service is established on the edgeto-edge basis. If an AF service experiences packet drops at some network links,
edge-to-edge QoS information can report how much total packet drops for each
edge-to-edge DiffServ flow, and with this information, network administrators can
make a traffic engineering decision that changes traffic routes or provisions the
additional bandwidth to appropriate links.

5.3 Bottleneck Detection and Resolution
Insufficient provisioning and instantaneous traffic burst results in bottleneck
problems at some network links. When a bottleneck happens, every traffic flow
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passing through the overloaded network link suffers from unexpected packet drop,
delay, and jitter, which cause QoS degradation of network services. In order to
provide guaranteed QoS to network customers, network administrators want to
detect bottleneck points and resolve possible reasons of the bottleneck. Edge-toedge DiffServ flow monitoring can help network administrators for this purpose.
Network administrators can easily detect bottleneck points when bandwidth
consumption of a network link reaches to the maximum of reserved bandwidth
and packet drops at the link increases considerably. However, it is hard to decide
what kinds of operations should be performed to alleviate the bottleneck problems
because current DiffServ framework does not distinguish traffic flows in a
DiffServ class. With the edge-to-edge DiffServ QoS monitoring information, the
network administrators can find how many different edge-to-edge DiffServ flows
exist in current overloaded traffic aggregates and how much portion of the
reserved bandwidth are consumed by each edge-to-edge DiffServ flow. When
every edge-to-edge DiffServ flow competing for the reserved bandwidth is
identified, there can be various resolution steps depending on provisioning and
service policies within the DiffServ domain. For example, an edge-to-edge
DiffServ flow consuming the greatest amount of reserved bandwidth is identified
and the ingress and egress edge routers of the edge-to-edge DiffServ flow and
routing path between the two edge routers are easily found. If the resolution
policy is to decrease the amount of bandwidth usage of the greatest edge-to-edge
DiffServ flow, proper shaping operation is performed at the identified ingress
router and decreases the amount of incoming traffic of the edge-to-edge DiffServ
flow.
In order to show how the proposed monitoring methods detect the bottleneck
link and resolve the problem, another simulation has been performed with the
same network configuration as in Figure 23, but with different traffic pattern. One
of four edge-to-edge DiffServ flows is assumed to consume most of link
bandwidth in this simulation. However, since different edge-to-edge DiffServ
flows are aggregated into the same DiffServ class in core routers, it is not
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distinguishable which flows are causing the saturation at the bottleneck link of
R1R2. Figure 26 shows the aggregated throughput measured at the bottleneck
link within the simulation period.

Figure 26. Aggregated Throughput at a Bottleneck Link
With the proposed monitoring methods, the aggregated throughput can be
analyzed and divided into four different edge-to-edge DiffServ flows as in Figure
27. Among four edge-to-edge DiffServ flows, we can detect that the edge-to-edge
DiffServ flow from S1 to D2 is consuming the most of bandwidth at the
bottleneck link. When the most dominant edge-to-edge DiffServ flow is specified,
various resolution actions might be executed. Admission control on the edge-toedge DiffServ flow at the ingress router is one immediate remedy to alleviate the
saturation. Rerouting is another option if there is detour routing path without
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crossing the bottleneck link and dynamic adaptive routing policy is available. If
the bottleneck problem is occurring constantly in long-term monitoring results,
bandwidth re-provisioning or SLA re-negotiation might be more effective
solutions.

Figure 27. Edge-to-Edge Monitoring Detects S1  D2 Dominant Traffic

5.4 Other Applications
The edge-to-edge QoS information monitored by the proposed monitoring
methods can be applied to many other management functions in DiffServ domains.
In this section, several other applicable issues are discussed.
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In Section 3, PDB has been explained as a term to describe edge-to-edge
behavior of a traffic flow within a DiffServ domain. The PDB is used to notate
required QoS parameters for a whole domain, not for each DiffServ router in the
domain. Since PDB is only a specification of a service across a DiffServ domain,
it is required to measure real QoS status over a whole DiffServ domain. The edgeto-edge DiffServ flow information measured by the proposed monitoring method
can be a good indication whether the current service status meets the specified
PDB or not.
Edge-to-edge QoS information can be used for intradomain management of
DiffServ domains. When an end-to-end connection is established across multiple
different DiffServ domains, a kind of management operations to coordinate
service quality among different DiffServ domains. Bandwidth broker architecture
is one of the proposed management architectures in intradomain DiffServ
management. In order to negotiate the service status of each DiffServ domain, the
bandwidth broker needs to have current network status of its own DiffServ
domain. Edge-to-edge QoS information is valuable information for this purpose.
Since edge-to-edge QoS information provides detailed QoS status from one edge
router to another edge router, it is helpful for bandwidth brokers to negotiate QoS
parameters for a certain end-to-end connection. For a certain end-to-end
connection, the ingress edge and egress edge of a certain DiffServ domain can be
identified and the current connection status between the two edge routers is easily
reported by the proposed monitoring methods.
In addition, edge-to-edge DiffServ QoS information can be used as a building
block for an Internet pricing system. It is essential to have accounting information
to impose usage fees on the service received. Original DiffServ framework does
not distinguish edge-to-edge DiffServ flows and it is impossible to impose usage
fees on the amount of bandwidth consumed. Only flat-rate pricing model is
possible. However, with the proposed edge-to-edge QoS monitoring information,
it is possible to distinguish aggregated flows with different ingress / egress pairs
and to impose different service fees on the amount of bandwidth used in a
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DiffServ class. If the edge routers can distinguish different user groups at access
networks, more fine-grained pricing model can be developed with combining the
additional user information and QoS monitoring information. Moreover, SLA
negotiation with customers is also benefited by the edge-to-edge QoS information
since the information contains actual bandwidth consumption between two edge
routers.

73

6. Edge-to-Edge DiffServ Flow Management System
An SNMP-based edge-to-edge DiffServ flow management system based on
the proposed monitoring methods has been developed. The network status with
the edge-to-edge status information can be provided to network administrator for
easy understanding of traffic snapshot of a DiffServ domain. The provided
information can be used for traffic engineering decisions.

6.1 SNMP-based Network Management
Simple Network Management Protocol (SNMP) framework is chosen for the
DiffServ management platform. SNMP is simple, cost-effective, and the de facto
standard for managing Internet-related systems. SNMP is a standard protocol suite
for the Internet network management. Internet Engineering Task Force (IETF)
first standardized the protocol and initiated SNMP-based management. The
original targets for this effort were TCP/IP routers and hosts. However, the
management architecture is inherently generic so that it can be used to manage
various types of systems [70, 71, 72, 73, 74, 75, 76, 77].
Since SNMP had the philosophy of simplicity and efficiency, it has been
widely accepted and deployed in many areas of network and service management.
Management targets have been extended from the simple network devices to the
complicated network servers. Almost all internetworking vendors have developed
and are marketing SNMP products.
The SNMP network management model consists of the following elements
[70, 79]. Figure 28 illustrates conceptual relations between the elements. SNMP
management defines two network entities, managing system and managed system,
and the communication methods between two entities.
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Figure 28. SNMP Management Model
Managing system contains one or more processing elements called
management applications, shortly, managers. Manager performs management
functions over managed nodes it controls. Each managed system has a processing
entity called an agent which gathers various management information from the
managed system. SNMP itself is a set of communication methods between
manager and agent. The protocol defines three basic operations, GET, SET, and
TRAP. The GET operation is initiated by a manager to retrieve management
information from an agent. When the manager needs to change management
information in managed systems, the manager performs the SET operation on the
specified agents. The TRAP operation is an unsolicited communication from
agents to managers. Agents send TRAP information to specified managers when
managed system initiates any events. The SNMP operations between manager and
agent are depicted in Figure 29 [78].
Management information and events used in the SNMP management model
should be clearly defined in predetermined formats. The Structure of Management
Information (SMI) [71] includes the model of management information and
events, the allowed data types, and the rules for specifying management
information and events. It sets the rules for how management information is
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described and stored. Management Information Base (MIB) [76] is a set of related
management information, events, and implementation compliance requirements
following SMI rules. A MIB represents a collection of managed objects and each
managed object can be managed remotely by managing MIB information via
SNMP operations. MIB information is written in the subset of Abstract Syntax
Notation ONE (ASN.1) [78]. When a networked system is to be managed by
SNMP, the first thing to do is to define MIB for the system.
manager

agent

GET request

manager

agent

manager

SET request
process

GET response

agent

process

TRAP event

SET response

Figure 29. SNMP Manager-Agent Interactions

6.2 SNMP-Based DiffServ Flow Monitoring
Management of a DiffServ network starts from managing a DiffServ router in
its domain. The Simple Network Management Protocol (SNMP) framework is
chosen for the DiffServ management platform. SNMP is simple, cost-effective,
and de facto standard for managing Internet-related systems. In this section, it is
explained how to manage a DiffServ router by using DiffServ MIB from the IETF.
The IETF DiffServ working group currently suggests an SNMP Management
Information Base (MIB) for DiffServ architecture [17]. The MIB is designed
according to the DiffServ implementation conceptual model [14] for managing
DiffServ routers in the SNMP framework. The initial draft was proposed in July
1999 and several extensions were made. Detailed definitions are still being
elaborated and extended in the working group. Table 4 summarizes the primary
object tables defined in the latest DiffServ MIB.
76

Table 4. DiffServ MIB Structure
Element
Classifier
Meter

Table Name

Description

general classification parameters
Classifier
SixTupleClfr 5-tuple information + DSCP value
Meter

general metering parameters
TBMeter token bucket meter

Action

general action parameters
MarkAct marker action

Action

CountAct counter action
AbsoluteDrop absolute drop action
AlgDrop

Queue

algorithmic dropper parameters

RandomDrop random dropper parameters
Queue

queuing parameters

Scheduler

scheduling parameters

The DiffServ MIB tables are categorized in four architectural DiffServ
elements, which are classifier, meter, action, and queue. Each logical element
contains several MIB tables and specific MIB objects for describing TCBs in a
DiffServ router. The shaded MIB tables in Table 4 are subordinate tables that
belong to the general element table. A ‘specific’ table entry in a general element
table points to an entry in the subordinate table. This mechanism enables the
DiffServ MIB more flexible and extensible to adopt additional functions. The
general element table contains only the general parameters while the subordinate
table contains specific, detailed, and supplementary parameters. A Classifier
element has a list of classifiers a router handles. Six-tuple information (5-tuple
information and a DSCP value) is recorded in the SixTupleClfr table and
referenced by the Classifier table. The Meter table redirects packets according to
the metering result. Currently, only the token bucket meter is available as a
specific meter. An entry in the Action table can select one of three actions defined
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in the Action element. They are marker, counter, and absolute dropper. A Queue
element is used for describing queue-related operations in DiffServ TCBs. The
Algorithmic dropper, Queue, and Scheduler are three different tables that perform
different queue operations.
The DiffServ table entries are linked to each other with the RowPointer textual
convention. A RowPointer object is used for pointing an entry in the same or a
different table [16]. The DiffServ MIB represents a TCB as a series of table
entries linked together by RowPointers. With this scheme, many different TCBs
can be efficiently represented in the six tables. For example, several TCBs have
the same classifiers, the same actions or meters on the same queues. Thus, the
same parameters need not be defined separately. The current MIB design provides
parameter sharing for different TCBs. If the DiffServ MIB defines a TCB table
that contains entries for all TCBs, the size of the table would be much more than
the sum of the current table entries. Figure 30 shows the RowPointer linked
relationship of tables in the DiffServ MIB.
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Figure 30. DiffServ MIB Table RowPointer Linked Relationship in a TCB
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The rectangle boxes represent major DiffServ element tables explained
previously and oval shapes represent subordinate tables belonging to one of the
major element tables. From the Classifier table to the Scheduler table, each table
entry is linked to compose a TCB. By following the link path, we can comprehend
how the classified packets are handled and treated in a TCB.
In order to make the DiffServ MIB available to management systems, an
SNMP agent that fills the values of the DiffServ MIB should be incorporated into
a DiffServ router. As in Figure 5, an SNMP agent resides as a configuration and
monitoring module in a DiffServ router, which controls and retrieves the DiffServ
parameters defined in the DiffServ MIB. The routing module can also be managed
by the SNMP agent, with MIB II or appropriate MIBs supporting routing protocol
parameters. Since the implementation details of packet handlings vary with the
system architecture, different methods are required to obtain and set DiffServ
parameters among different DiffServ router implementations. However, the
management modules should not affect the internal packet handling functions
because management functionality is not the fundamental role of routers.
However, the current DiffServ MIB exists only for managing the
characteristics of a single DiffServ router. It does not provide a complete network
picture of a set of DiffServ routers in one administrative domain. In order to
provide such high-level management functions, the single-router management
framework should be extended.

6.3 Construction of Edge-to-Edge DiffServ Flows
An edge-to-edge DiffServ flow is required to have topology and performance
information. Topology information is constructed from the routing tables in each
router and performance information is constructed from DiffServ MIB [17] values
in each DiffServ router. Constructing edge-to-edge DiffServ flows thus consists of
two phases, as shown in Figure 31. First, the topology generator produces
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topology information as a linked list of a set of routers and the performance
analyzer aggregates performance parameters of each router in the routing path by
using topology information. MIB II [18] and DiffServ MIB are used to construct
the edge-to-edge DiffServ flows.
Performance Information

Input
Source IP
Destination IP

Meter : metering result
Count : # of packets, # of octets
Drop : drop rate, # of drops
Throughput : min rate, max rate

DSCP

Aggregation Rules

MIB II
Topology
Generator

DiffServ MIB
Performance
Analyzer

ipAddrTable
ipRouteTable

Classifier
Meter
Action
Queue

Topology Information
Egress
TCB

Source
Edge Router

Ingress
TCB

Core
Routers

Destination
Edge Router

Linked List of DiffServ Routers in Routing Path

Figure 31. Construction of Edge-to-Edge DiffServ Flows
Since each DiffServ router supports routing protocols, the router keeps a
routing table that contains a list of the next hop routers for a given destination IP
address. The MIB II standard has MIB objects for containing the routing table. A
central SNMP manager can retrieve the routing table information to construct a
whole routing connectivity map in a DiffServ domain. Two MIB tables, an
ipAddrTable and an ipRouteTable, can be used to create topology information.
The ipAddrTable contains IP addresses of all network interfaces in a router and
the ipRouteTable contains the IP routing table with the next hop host and network
interface for a set of destination IP addresses. By combining the two table entries
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we can obtain every source-to-destination routing path. Given the source and
destination IP addresses, the topology generator outputs a linked list of DiffServ
routers composing the routing path.
Performance information of edge-to-edge DiffServ flows is obtained from the
DiffServ MIB. Each DiffServ router has performance parameters observed locally.
The parameters include metering parameters, counter values, numbers of dropped
packets, minimum and maximum rates of packet transmission, and so on. These
parameters are calculated and maintained for each DSCP value; that is, the
DiffServ MIB of a DiffServ router contains all the performance parameters of
DiffServ flows it processes. When a linked list of routers composing a DiffServ
routing path is given, the performance analyzer aggregates the values of the
parameters from each DiffServ router one by one and produces edge-to-edge
performance information of a DiffServ flow.

6.4 Design of an Edge-to-Edge DiffServ Flow Management System
The architecture consists of three distinct layers, as depicted in Figure 32. The
three-tier architecture includes a network management system (NMS) client
running in a Web browser, an NMS server containing a Web server and DiffServ
manager, and network elements performing DiffServ routing and SNMP
management.
The NMS server is a central server for managing a set of DiffServ routers and
providing management interfaces to a set of Web browsers. The Web server
located in the NMS server layer provides a Web-based management interface in
Web browsers. The integration of the Web server and the DiffServ manager can be
accomplished in various ways such as a basic HTML file access method, a
Common Gateway Interface (CGI) method, and a Java applet/servlet method.
The DiffServ manager performs three high-level DiffServ management
functions, which are configuration management, metering and monitoring, and
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end-to-end flow management. The management database is used for storing and
retrieving the combined and analyzed data from the MIB II and DiffServ MIB. At
the bottom of the DiffServ manager, an SNMP manager communicates with a set
of SNMP agents running in different DiffServ routers within a DS domain.
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Figure 32. Design Architecture of the DiffServ Management System
Three high-level DiffServ management functions perform sophisticated and
extended management functions. Configuration management function performs
remote configuration provisioning. Every DiffServ parameter is determined and
enforced via the configuration management function. Metering and monitoring
function periodically observes the status of DiffServ routers and compares the
results with predefined desirable performance metrics. Such conformance test
results are necessary for modifying behaviors of a DiffServ router. Flow
management function summarizes all the DiffServ flows in a DS domain and
provides the end-to-end DiffServ flow characteristics. The function collects
routing tables and DiffServ flow information and constructs overall end-to-end
parameters of each DiffServ flow.
DiffServ routers are managed network elements in the design architecture. A
DiffServ router contains a routing core module to control a set of TCBs that
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execute packet forwarding according to various DSCP values, and an SNMP agent
module to handle SNMP manager requests for the DiffServ MIB. Systemdependent APIs are used to connect the SNMP agent module and the routing core
module. The values of DiffServ MIB variables are determined by specific systemdependent system calls. The methods of retrieving and setting DiffServ
parameters in the routing core module need not be the same among different
implementation architectures.
Within a DiffServ domain, numerous DiffServ routers and DiffServ
management clients interwork with each other. The three-tier architecture offers
distinct advantages in such environments. One centralized DiffServ manager
controls a set of DiffServ routers while providing management interfaces to a set
of management clients at the same time. However, by separating the management
user interfaces from the manager itself, the DiffServ manager is able to
concentrate on management functions and thus the performance of the DiffServ
manager can be improved.

6.5 Linux-Based Edge-to-Edge DiffServ Flow Management System
Linux, a shareware operating system, supports QoS features in its networking
kernel from the kernel version 2.1.90 [21]. The QoS support offers a wide variety
of traffic control functions, which can be combined in a modular way. Based on
this Linux traffic control framework, W. Almesberger et al. have designed and
implemented basic DiffServ-field classification and manipulation functions
required by DiffServ network nodes [22]. The extended DiffServ features are
freely available in the form of a kernel patch. The latest DiffServ package (DS-8)
[23] contains the kernel patch, a control program (tc), and several PHB scripts
written with the control program. By installing the DiffServ package, a Linux
system is able to perform DiffServ router functions.
A testbed has been established with a set of DiffServ routers in the Linux

83

systems and the systems have been added an SNMP agent for the DiffServ MIB in
each router. A centralized DiffServ domain manager which includes an SNMP
manager for the DiffServ MIB and MIB II has been implemented in a dedicated
Linux system as well. A Java-based DiffServ management console has also been
developed for delivering various management services to human administrators.
Figure 33 shows the implementation architecture of our DiffServ domain manager.
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Figure 33. Implementation Architecture of DiffServ Domain Management System
A DiffServ domain manager includes both the management console and the
central manager together. The management console is responsible for supporting
management operations to human administrators, while the central manager
executes real management operations. By separating management roles into two
modules, each module can concentrate on its own functionality.
The central manager is implemented in the Linux platform with C language.
UCD-SNMP [24] management APIs are used for handling SNMP manager
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operations. The central manager can configure, monitor, and report the
characteristics of DiffServ routers and DiffServ networks. A set of DiffServ edgeto-edge traffic aggregates information is constructed by following the method in
Section 4 and stored in a PostgreSQL database of version 7.0.2 [25]. The central
manager sends SET and GET requests to DiffServ agents in DiffServ routers
under its control in order to record current MIB II and DiffServ MIB values. The
PostgresSQL database is used for storing performance and topology information
derived from MIB tables. The database also contains configuration data for
supporting management consoles. Topology generator, performance analyzer, and
configuration manager are three distinct functional modules implemented in the
central manager.
The management console is developed in Microsoft Windows platform in our
implementation. However, since the implementation language is Java, the runtime
module is not dependent on specific platforms. If Web integration is highly
recommended for ubiquitous access, the management console can be easily
adjusted to Java applets running in Web browsers. However, standalone Java
applications show a quicker and more stable execution performance than Java
applets running in Web browsers.
Communications between the management console and the central manager
follows proprietary application protocols that have been developed over TCP
sockets. Management operations and response data are transferred by the protocol.
The protocol also supports multiple concurrent management consoles and
password security for providing different management views to different human
administrators.
A DiffServ agent is an SNMP agent with MIB II and DiffServ MIB running on
the Linux DiffServ router. Basically, the agent extracts DiffServ parameters from
the Linux traffic control kernel and modifies the appropriate MIB values on a
request from the DiffServ manager. The agent also receives management
operations from the DiffServ manager and performs the appropriate parameter
changes in the Linux traffic control kernel.
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The organization of our Linux DiffServ router implementation is explained in
Figure 34. There are two process spaces in the Linux operating system, the user
space and the kernel space. Extending from Linux traffic control framework, the
Linux DiffServ implementation resides in the kernel space. In the user space, the
DiffServ SNMP agent is implemented. Communication between the DiffServ
agent and the Linux traffic control kernel is effected via NetLink sockets [20]. The
NetLink socket is a socket-type bidirectional communication link located between
kernel space and user space. It transfers information between them.
User Space
UCD SNMP 4.1.2
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SNMP Stack

MIB II

PHB Scripts

DiffServ
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DiffServ Agent

Traffic Control (tc)

NETLINK Socket
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Figure 34. Organization of Linux DiffServ Router Implementation
The organization of our Linux DiffServ router implementation is as follows.
There are two process spaces in the Linux operating system: the user space and
the kernel space. Extending from the Linux traffic control framework, the Linux
DiffServ implementation resides in the kernel space. In the user space, the
DiffServ SNMP agent is implemented in combination with the Linux traffic
control program. Communication between the DiffServ agent and the Linux
traffic control kernel is effected via NetLink sockets [26]. The NetLink socket is a
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socket-type bidirectional communication link located between kernel space and
user space. It transfers information between them.
The agent has been implemented by using UCD SNMP agent extension
package. UCD SNMP 4.1.2 provides the agent development environment. The
DiffServ agent uses the traffic control program (tc) or NetLink socket directly for
accessing DiffServ parameters in kernel space and manipulates the values of MIB
II and DiffServ MIB.
When a testbed with multiple DiffServ routers is organized, each DiffServ
router should include SNMP-based QoS agent with proposed MIBs. The DiffServ
domain manager retrieves local QoS information monitored in each DiffServ
router via SNMP polling and trap operations. Human administrators look up the
analyzed monitoring information from console viewer remotely and effectively.
The overall system architecture on a testbed network is depicted in Figure 35.
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Figure 35. Operational Architecture on a Testbed Network
The centralized DiffServ domain manager can be distributed with multiple
87

instances of the domain manager if the amount of network-wide statistics is too
huge to be processed in one central manager. For faster and more efficient
analysis of the statistical data, it is needed to optimize computations performed in
the DiffServ domain manager. However, these considerations can be different
among different implementations and not within the scope of this thesis.
Some screenshots from the console viewer working on a testbed DiffServ
network are showed in Figure 36 to Figure 39. The testbed is composed of six
Linux-based DiffServ routers and five direct network connections among them as
in Figure 36. Four DiffServ routers (lena, anne, charles, and jordan) are edge
routers and two DiffServ routers (don and teri) are core routers. All six routers
organize a DiffServ domain. Test traffics are generated from the outside of four
edge routers according to predefined traffic generation scenarios.

Figure 36. Main Monitoring Console on a Testbed Network
Figure 36 shows main monitoring console network administrators can see. On
the left window, all DiffServ routers under control are listed, and the connectivity
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among the routers is graphically represented on the right window. The numbers
written at each router icon mean the local throughput measurements values. Each
DiffServ router keeps track of the numbers of incoming and outgoing traffic at
each network interface it has. The icons on the right window are moveable so that
network administrators can locate each router icon where they want and change
the appearance of topology.
When network administrators want to see network statistics of a certain
DiffServ flow of a QoS class, screenshots such as Figure 37 will appear. At each
monitoring time period, the central manager records network statistics of each
DiffServ class from each DiffServ router. In Figure 37, you can see there exist two
traffic sources (lena and charles) and two traffic sinks (anne and jordan) at this
monitoring time period.

Figure 37. Total DiffServ Flows of a Class at a Certain Time
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Figure 38. Edge-to-Edge DiffServ Flow from lena to anne

Figure 39. Edge-to-Edge DiffServ Flow Statistics
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When network administrators selects one source edge router and one sink
edge router from Figure 37, the edge-to-edge DiffServ flow statistics are
calculated by following the QoS concatenation rules described in Chapter 4 and
the results are showed as in Figure 38. The statistics of the edge-to-edge DiffServ
flow from the system ‘lena’ to the system ‘anne’ are calculated and represented in
the topology window. The statistics are also represented in a histogram as in
Figure 39 to keep record of dynamic statistical changes. Network administrators
can understand the temporal behavior of the edge-to-edge DiffServ flow and
pinpoint bottleneck points efficiently from the monitoring window.
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7. Related Work
When realizing the Internet QoS frameworks, network providers need to have a
well-defined management methods and architectures. In this chapter current
research work related to IP QoS monitoring and management approaches in detail.
On the subject of managing QoS-enabled IP networks, there has been only few
research work yet [25]. Current IP QoS framework is mainly focusing the
provisioning and configuration mechanisms, and leaving much work to be done
for complete QoS management. Network QoS monitoring has an important role
when building complete network QoS management systems.

7.1 Monitoring Real-Time Network Traffic
In order to manage QoS of network flows, measuring and monitoring status of
current network traffic is the first thing to do. There are many tools and research
work to monitor real-time network traffic from a network interface of monitoring
system. Various commercial systems and open-source systems provide the
capability of monitoring real-time network traffic. Some are software-based and
some are hardware-based. Advanced network devices tend to have such
monitoring capability as a built-in module.
The well-known implementation approach for this purpose is using systemindependent libpcap programming interface developed by Network Research
Group at the Lawrence Berkeley Laboratory [80]. libpcap is a packet capture
library containing a set of uniform library interfaces to the OS-dependent packet
capture systems. Since libpcap standardizes packet capture features previously not
interoperable among different systems, various real-time packet monitoring
systems have been easily developed. There are numbers of systems using libpcap
library, such as tcpdump [81], ethereal [82], and ntop [83]. However, the packet
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capturing utility, in general, only shows the contents of network packets and does
not provide well-defined management functionality.
As the SNMP-based network management has been widely accepted in IPbased network environment, the simple and efficient management framework
started being added to real-time monitoring systems. SNMP-based network
monitoring architecture separates packet capturing and packet analysis as in
Figure 40. The real-time packet capturing module extracts packet header
information and stores it in the format of predefined MIB. The SNMP agent
reports the statistical data stored in the MIB to the SNMP manager when the
manager requests them. With the SNMP framework, remote network status
monitoring with more advanced management functions is enabled.
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Figure 40. SNMP-based Traffic Flow Management Architecture
IETF’s real-time flow measurement (RTFM) architecture [6, 7] and suggests
and implements SNMP-based real-time measurement systems for IP flows. The
system retrieves information from IP packet header it monitors and distinguishes
different types of flow information and stores in RTFM MIB tables. Cisco’s
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NetFlow [8] works in similar ways, but does not use SNMP framework. However,
NetFlow system can be integrated with the RTFM manager because RTFM
manager can decode NetFlow’s data format. Various real-time flows are measured
and statistical information can be reported periodically. IETF’s RMON [9] and its
extension RMON2 [10] are also able to monitor real-time traffic statistics on local
area networks within the SNMP framework. However, these systems only collect
information from a single network point. The systems are not aware of IP
topology or routing protocols. If there is a need to construct a network-wide view
of packet transmission, additional effort should be made to the current architecture.
Besides, the systems do not provide edge-to-edge performance information.
IETF IP Performance Metrics (IPPM) working group defines a set of standard
metrics that can be applied to the quality, performance, and reliability of Internet
data delivery services [67]. These metrics are designed such that they can be
performed by network operators, end users, or independent testing groups. It is
important that the metrics do not represent a value judgment (i.e. define "good"
and "bad"), but rather provide unbiased quantitative measures of performance.

7.2 Monitoring End-to-End QoS
There exist several research activities to provide methods for monitoring endto-end QoS framework. There are two kinds of distinct monitoring methods;
active monitoring and passive probing. Active monitoring measures performance
of network status by injecting and detecting intentional test traffic at several
monitoring points in networks. Passive monitoring measures performance of
network status by probing network packets crossing some monitoring points. The
passive monitoring does not generate additional traffic on networks and thus does
not affect the current network status. However, generally, the active monitoring is
more flexible than the passive monitoring because the test traffic can be created
with various purposes.
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The well-known passive end-to-end monitoring method is PingER project [84].
PingER (Ping End-to-end Reporting) is the name given to the Internet End-to-end
Performance Measurement (IEPM) project to monitor end-to-end performance of
Internet links. The main mechanism used is the Internet Control Message Protocol
(ICMP) Echo mechanism, also known as the Ping facility. This allows you to send
a packet of a user selected length to a remote node and have it echoed back.
Nowadays it usually comes pre-installed on almost all platforms, so there is
nothing to install on the clients. The server (i.e. the echo responder) runs at a high
priority (e.g. in the kernel on Unix) and so is more likely to provide a good
measure of network performance than a user application. It is very modest in its
network bandwidth requirements. PingER uses ping to measure the response time
(round trip time in milliseconds (ms)), the packet loss percentages, the variability
of the response time both short term (time scale of seconds) and longer, and the
lack of reachability, i.e. no response for a succession of pings.
Jiang et al. [11, 35] proposed a distributed passive QoS monitoring mechanism
in IP networks. An agent called a ‘relevant monitor,’ resides at several network
points for monitoring real-time flows and reports collected information to
monitoring applications. A central database, called a ‘real-time application name
server,’ is used for monitoring applications to locate proper relevant monitors to
retrieve specific flow information. The system proposes a distributed mechanism
to construct end-to-end flow information. However, it does not understand routing
topology and fails in showing how to construct network-wide flow information in
detail.
Feldmann et al. [12, 36] have developed the ‘NetScope’ toolkit that integrates
accurate models of topology, traffic, and routing with a flexible visualization
environment to support traffic engineering in large ISP networks. The approach
provides a network wide view of routing topology with performance statistics on
network links. The purpose of the system is to locate heavily-loaded links so that
traffic engineering tasks can distribute the load to other possible links. The
method is able to determine which network link is overloaded and the NetScope
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system has been applied to general IP networks.

7.3 DiffServ Per-Domain Behaviors (PDB)
Recently, Per-Domain Behavior (PDB) has gained more attention than PHB in
the IETF DiffServ working group [10, 11]. PDB is defined as the expected
treatment that an identifiable group of packets will receive from the ‘edge to edge’
of a DiffServ domain. While PHB is used to describe forwarding path behaviors
required in a router, PDB is used for describing forwarding behaviors across a
DiffServ domain. Figure 41 illustrates the relationship of PHB and PDB in a
DiffServ domain.
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Figure 41. PHB and PDB Relationship in a DiffServ Domain
Using the classification and marking performed at edge routers, arriving
packets are mapped to a set of traffic aggregates which are handled by core
routers inside the DiffServ domain. Each DiffServ router has a unique method to
handle network packets with the implementation of variable resource allocation
and queue prioritization. PHB standardizes and unifies these implementation
differences among DiffServ routers so that similar predefined behaviors are
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performed and observed in every router. Since the useful differentiated services
are constructed by basic hop-by-hop resource allocation, standard behaviors are
necessary. Further, PHB can be used as a reference when a router chooses and
creates local forwarding and shaping mechanisms.
PDB is defined as having the same role as PHB but has extended definitions.
When a network service is deployed in the Internet, the end-to-end service
connections usually pass through multiple administrative domains. Since DiffServ
is deployed and controlled within each administrative domain, every DiffServ
domain will have different forwarding polices on incoming packets. However, to
control and guarantee service quality over multiple DiffServ domains, each
domain should interact and negotiate with each other concerning the forwarding
characteristics of service packets. Since PHB is limited to describe behaviors in a
router and not appropriate to represent a whole picture of the packet forwarding in
a DiffServ domain, an extended approach to describe the behaviors is needed.
The idea of describing network-wide pictures of edge-to-edge traffic
aggregates will greatly assist the management of the DiffServ domain. Since
every network service is provided over multiple network hops, characteristics of
edge-to-edge traffic aggregates can be proper indications for understanding
network-wide status of the DiffServ domain. If we can obtain edge-to-edge
characteristics of every flow in the DiffServ domain, we can perform useful
management operations.

7.4 Management of DiffServ Networks
In order to realize QoS-enabled IP services, it is necessary to have a QoS
management framework. A QoS management system following the QoS
management framework needs to be designed and developed to manage various
QoS components of IP QoS networks.
SNMP-based QoS management is widely accepted as an effective
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management solution for IP-based network elements. For each QoS-enabled
network device, SNMP MIB is designed and an SNMP agent is installed in each
network device. A QoS management system is an SNMP manager that keeps
polling MIB values from a set of SNMP agents running in network devices and
collects asynchronous TRAP operations from them.
As previously stated, DiffServ network needs to be provisioned before
providing services to the end users and applications. Managing DiffServ network
needs to provide configuration and provisioning of QoS parameters in each
DiffServ router.
SNMP MIB for configuration DiffServ router has been proposed from the
IETF DiffServ working group. DiffServ MIB contains various configuration
parameters converted to SNMP SMI objects [68]. Agent implementation on the
DS MIB can be used as a configuration module in DiffServ routers.
Recently, in order to overcome limitations in flexible configurations of
network devices by SNMP methods, policy-based network management
architecture has been proposed [15]. Policy Information Base (PIB) is a new
management information for configuring network devices by policy-based
mechanisms. An alternative approach for configuring DiffServ routers is using
COPS protocol with policy-based network management architecture. Policy
Information Base (PIB) for DiffServ QoS parameters is also proposed from the
IETF DiffServ working group [69]. The DiffServ PIB describes a structure for
specifying policy information that can then be transmitted to a network device for
the purposes of configuring policy at that device. The model underlying this
structure is one of well-defined policy rule classes and instances of these classes
residing in a virtual information store called the Policy Information Base (PIB).
After configuring DiffServ routers, it is needed to monitor current network
QoS of each DiffServ class the DiffServ routers handle. For this purpose, the
RMON working group has been proposed DiffServ RMON (DSMON) MIB [47].
DSMON MIB defines a set of SNMP MIB objects containing traffic statistics
gathered in each DiffServ router. Developed with the DSMON MIB, an SNMP
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agent is able to collect QoS statistics of each DiffServ class provided in each
DiffServ router. Constant polling for the MIB variables can give network
administrators a set of valuable statistical trend of each DiffServ service class.
For intradomain management of DiffServ domains neighboring each other, a
bandwidth broker architecture has been suggested. Within a DiffServ domain,
there exists a bandwidth broker, which is a management system representing the
DiffServ domain and negotiates available QoS resources and traffic demands with
neighbor domains. When an end-to-end service is established over multiple
DiffServ domains, bandwidth brokers from each DiffServ domains coordinate and
reserve available network resources for demanded traffic bandwidth. With this
architecture, end-to-end QoS can be guaranteed though the request crosses
multiple DiffServ domains.
For overall QoS management framework satisfying all the above management
requirements, there exist some architectural design researches. One of numbers of
major research work is TEQUILA project [25].
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8. Conclusions
This chapter summarizes overall contents of the thesis and lists a set of
contributions this thesis achieved. In addition, future work that has to be
researched further is proposed.

8.1 Summary
A best-effort service model for the Internet is simple and easy to maintain.
However, the model does not satisfy various QoS requirements in the Internet,
especially when network bandwidth becomes scarce. The Internet is currently
facing an urgent need for QoS support from various network users and
applications. Differentiated Services (DiffServ) is gaining acceptance as a
promising solution towards providing QoS support in the Internet. When DiffServ
is deployed in the backbone networks, it is necessary to manage the DiffServ
domain by monitoring topology and performance parameters from DiffServ
network elements. However, though the operational architecture of DiffServ is
becoming mature and stable by the standardization efforts from the IETF DiffServ
working group, the management aspect must be refined and extended.
In this thesis, a method for measuring and constructing QoS of edge-to-edge
DiffServ flows within a DiffServ domain is proposed. Distributed measurement of
QoS information is aggregated by predefined aggregation rules according to
topological DiffServ model. By following our methods, the administrators of
DiffServ networks can obtain dynamic status of network behaviors very
efficiently and also pinpoint bottleneck points and possible solutions when edgeto-edge QoS is not satisfied when congestion occurs.
Two different detailed distributed edge-to-edge throughput monitoring
methods have been proposed. The first method provides minimum and maximum
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boundary of throughput and packet drops of an edge-to-edge DiffServ flow when
ingress / egress pair is specified. The second method provides the exact amount of
throughput of the edge-to-edge DiffServ flow. Various applications, such as
detailed network status reporting, dynamic adaptive provisioning, and bottleneck
detection and resolution, in management of DiffServ domains with the proposed
monitoring methods are explained with detailed examples. Main ideas presented
in this thesis are depicted in Figure 42.

DiffServ Domain

•
•
•
•

E-to-E DiffServ Flow Modeling
Local Packet Statistics
Routing Information
QoS Concatenation Methods

Edge-to-Edge
Monitoring
(throughput /
drop)

• Tool for Provisioning
• Detailed Network Status Report
• Bottleneck Detection and Resolution
• Finer-Grained DiffServ

Figure 42. Summary of Main Ideas
Finally, in order to verify and realize the proposed monitoring methods, an
SNMP-based edge-to-edge DiffServ flow management system is designed and
implemented on a Linux-based testbed. The testbed consists of a set of DiffServenabled routers with SNMP agents, a central monitoring manager, and a Javabased console viewer for human administrators. Implementation experiences
verifies that the SNMP-based management of DiffServ domains is a simple and
effective solution for future QoS-enabled Internet environment.
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8.2 Contributions
The primary contribution of this thesis is that the suggested edge-to-edge
throughput / drop monitoring methods provide the way of distinguishing
aggregated DiffServ traffic flows in a single DiffServ class, which could not be
separated in original DiffServ networks. With the proposed edge-to-edge DiffServ
flow modeling, DiffServ flows with different source and destination edge routers
are considered as different edge-to-edge DiffServ flows to each other. The
suggested edge-to-edge monitoring methods successfully detect and de-aggregate
the edge-to-edge DiffServ flows from a single DiffServ class of traffic flows.
The suggested QoS monitoring methods increase the granularity of the
DiffServ services by considering both routing path and local QoS information.
That is, the same DiffServ class in the original DiffServ framework is
distinguished by different ingress / egress pairs in the proposed monitoring
framework. This enables a DiffServ management system to divide an aggregate
traffic flows into a set of different edge-to-edge traffic flows and process them
with different treatments. Thus, the service granularity of a DiffServ domain is
increased by the proposed framework.
Next, this thesis provides efficient methods that are applicable to various
DiffServ management functions. Edge-to-edge throughput monitoring methods
can be a useful building block for sophisticated management functions, such as
configuration and provisioning, end-to-end traffic performance and QoS
monitoring, traffic path control according to dynamic load changes, and
accounting and billing for SLA management.
The thesis also provides a model of developing a DiffServ management
system using SNMP framework. Developers who wish to create such a system are
able to obtain valuable detailed implementation ideas from the thesis. The SNMP
agent implementation with DS MIB is one of the initial implementation
approaches made so far worldwide.
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8.3 Future Work
This thesis proposes two edge-to-edge QoS monitoring methods and shows
the applicability of the proposed methods. However, a complete QoS management
system needs to be designed and developed in order to effectively use the
monitoring results. The complete QoS management system analyzes the collected
information and re-configures QoS parameters of all DiffServ devices in a
DiffServ domain. The detailed feedback mechanisms and operational scenarios in
the complete QoS management system need further research efforts.
Extended high-level service management functionality should be designed and
developed. Modeling various SLA and TCS, SLA negotiations, dynamic service
management functionality are necessary when deploying a DiffServ management
system within network environment where multiple DiffServ domains are
interconnected each other.
Finally, since a session of network service is completed when communications
in both directions between two edge routers exist, it is necessary to consider
DiffServ flows in both directions. Current DiffServ framework treats the two
connections independently. However, considering both directions at the same time
for enhancing QoS of network services is surely important. The suggested edgeto-edge DiffServ flow modeling and monitoring methods might be extended to
support the bi-directional edge-to-edge DiffServ flows.
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