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ABSTRACT
In recent years, network traffic anomaly detection has become an important area for
both academic research and commercial applications. Abnormalities occur in the network
traffic caused by cyber-attacks such as distributed denial of services (DDoS), spam mail,
Internet worms and scanning attacks. Network operators should detect and mitigate the
abnormal traffic to provide safe and stable network services.
In this thesis, we propose a novel approach for detecting anomalous network traffic in a
time series. The proposed method is based on graph theory concepts such as degree
distribution, degree assortativity, maximum degree, and dK-2 distance. In our approach,
we use traffic dispersion graphs (TDGs) to model and analyze communication patterns in
network traffic over time. We focus on communication structural properties of TDGs of
network traffic. By analyzing differences of TDG graphs in time series, the method is
able to detect low-intensity anomalous network behaviors which change the structural
properties of a network, such as Botnet command and control communications between
bots (malware-infected hosts), which cannot be identified by conventional volume-based
anomaly detection techniques. In this thesis, we also introduce a method for identifying
attack patterns in anomalous traffic.
Finally, we evaluate our approach with the 1999 DARPA intrusion detection dataset, a
network trace from POSTECH on July 2009, the DDoS CAIDA trace, and network traffic
generated from real bots in virtual machines of a honeynet. We also implement a realtime anomaly detection system by using our approach, and validate the ability of the
system by generating TCP port scanning traffic.
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1 Introduction
The use of computers and the Internet has become a vital part of our everyday life. The
Internet is used in the home to communicate with friends, shop, pay bills, and study
online. Businesses are relying more and more on e-commerce. The explosive growth of
the Internet both in size and complexity has made security a critical issue in network
management due to the occurrence of traffic anomalies. The latter can have several causes
such as distributed denial of services (DDoS) attacks, flash crowds, fault or failure of
network nodes, misconfiguration, port scans and the spreading of worms, which can even
compromise the proper functioning of the network.
Attacks against computer networks are increasing at an alarming rate every year. In the
last three years many major institutions have experienced disruptions in service due to
cyber-attacks. For example, Facebook, Twitter, Visa, MasterCard, and Google have all
been victims [1].
To detect anomalous traffic, many techniques have been developed. These techniques
are mainly classified into signature-based and anomaly-based. Signature-based methods
look at predefined signatures in the network payloads to detect anomalous traffic [2].
However, these techniques cannot detect anomalies caused by unknown attacks such as
zero-day attacks and attacks that do not have a fixed signature. Anomaly based systems
on the other hand look at profiling the normal traffic and consider deviation from normal
behavior as an anomaly. Anomaly-based methods are typically based on machine learning,
data mining or suitable statistical analysis of network models. These techniques are
limited by the complexity of the network activity model, and suffer from high rates of
false positives and are computationally intensive. As a result, further work is still
necessary in order to improve detection accuracy and performance. Moreover, these
methods cannot detect anomalies whose traffic matches the pattern of normal applications
in term of features such as traffic volume, number of packets, number of flows and
1

average packet size. For example, in Botnet attack, recently, some Botnets have begun
using peer-to-peer (P2P) networks to propagate attack command and control (C&C) to
malware-infected hosts ( also called bots) [3] (Fig. 1). The communication traffic of bots
in Botnets consumes little bandwidth and uses a traffic pattern that is similar to normal
application traffic. Therefore, these methods cannot detect Botnets before they exhibit
any overtly malicious behavior.

Figure 1. Communication patterns for botnet-based attack.
To detect anomalies in network traffic, in this thesis we present a method for
monitoring network traffic aimed at determining the associated communication patterns.
Our method captures correlations in communications between hosts by representing the
communication between hosts as a graph and generates such graphs periodically. The
method monitors who is talking to whom that may suggest C&C communication activities.
In fact, we use the traffic dispersion graphs method (TDG) to model network traffic [4]
from which we consider selected quantities characterizing the graph. By calculating the
properties of a graph such as degree distribution, maximum degree and the similarity of
that graph with the graph of a previous time period, we can detect anomalies as a sudden
change in these properties. This thesis focuses on detecting anomalies that change
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communication structure in the network graph.
Our approach consists of by two parts: the first, analyzing the change of TDGs over
time to detect anomalies in network traffic and the second, identifying communication
patterns of attack in these TDGs. By describing communication structure as a graph,
techniques graph theoretical data mining can be applied, which can detect attacks and
find the host that are involved in the attacks. In this thesis, graph matching algorithms are
used to determine attack patterns. The attack structure pattern that we find from the DDoS
CAIDA trace [5] is shown to also be present in abnormal traffic of a POSTECH trace,
suggesting the presence of a similar anomalous traffic behavior.
The thesis is organized as follows. In Chapter 2, we briefly review related work on
anomalous detection. In Chapter 3, we discuss TDG-based network traffic modeling, the
graph metrics which we use to detect traffic anomalies and the graph matching to identify
attack communication patterns. In Chapter 4, we provide a detailed description of the
implemented system to detect anomalies and identify attacks if present. The Chapter 5
presents the experimental results and the real-time anomaly detection system which is
based on the proposed method; and the last chapter concludes the thesis with some final
remarks.

3

2 Related Work
In this chapter, existing works on network anomaly detection are reviewed. The state of
the art of using graph methods to detect anomalous network traffic is also described and
compared with our approach.
Many anomaly detection techniques have been specifically developed for
communication networks. In this chapter, we review three approaches to network
anomaly detection: statistical methods, machine learning, and graph based approaches.

2.1 Statistic-based Anomaly Detection
In statistical approaches, the anomaly detection system records activities of subjects
and creates profiles to represent the behavior of the network. Typically, two profiles are
maintained: the current profile which describes the current status of the network, and the
reference profile which describes normal status of the network. As events are processed,
the system updates the current profile and compares it to the reference profile by
calculating an anomaly score. If the anomaly score is higher than a certain threshold, the
status of network is considered to be abnormal and vice versa.
Statistical Packet Anomaly Detection Engine (SPADE) [6] is a statistical anomaly
detection system used to detect port scans. SPADE uses a simple frequency based
approach, to calculate the „„anomaly score‟‟ of a packet. Actually, SPADE classifies all
unseen packets as attacks regardless of whether they are actually intrusions or not.
Therefore, the method has a very high false alarm rate.
Kruegel et al. [7] proposed the basic histogram method to perform service specific
anomaly detection. The method sorted the ASCII characters in the network by using their
usage frequency. Anomaly scores were identified by monitoring request type, request
length, and payload distribution. Himura et al. [8] proposed a dynamic approach based on
Sketch [9] where parameters are tuned on-line.
The use of Statistic-based anomaly detection makes it difficult to determine thresholds
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that balance the likelihood of false positives against false negatives [10]. Moreover,
statistical methods require accurate statistical distribution models, however not all
behaviors can be modeled using purely statistical methods [10]. In this thesis, we provide
a method that increases accuracy and reduces false positives.

2.2 Machine Learning based Anomaly Detection
Unlike statistical approaches, machine learning techniques focus on building a system
that improves its performance based on previous results. Machine learning approaches
attempt to adapt to measurements, changing network conditions, and unforeseen
anomalies. Machine learning is generally divided into three categories: supervised, semisupervised and unsupervised.
Supervised refers to detection techniques that learn to classify anomalies by using a
training data set that has labeled instances for normal as well as anomaly classes. In
supervised anomaly detection, there are two major issues. First, the anomalous instances
are far fewer compared to the normal instances in the training data. Second, obtaining
accurate and representative labels, especially for the anomaly class is usually challenging
[11].
Semi-supervised detection systems require knowledge of normal traffic traces that does
not contain any anomalies. The typical approach is to create models based on the nonanomalous traffic traces, and then generate an alert whenever it detects a deviation from
this model. A significant drawback in semi-supervised detection is the confrontation with
previously unseen, yet legitimate traffic. The traffic is flagged as anomalous and increases
the possibility of a high false positive rate [12].
Unsupervised detection does not require training data, and thus is most widely
applicable. It is assumed that anomalies are very rare compared to normal data. If this
assumption is not true then such techniques suffer from high false alarm rate [11].
Among the variety of anomaly detection approaches, the Support Vector Machine
(SVM) is known to be one of the best machine learning algorithms to classify abnormal
behaviors [13]. The SVM can be used for either supervised or unsupervised learning.
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Song et al. [14] used Robust Support Vector Machines (RSVM), which are robust to the
presence of anomalies in the training data.
C. Hood et al. [15] used Bayesian Belief Networks to combine MIB variables within a
protocol layer, then aggregate intermediate variables of protocol layers to form a
network-view of anomalies. J. Kline et al. [16] applied Bayesian Belief Networks to
combine and correlate different types of measurements such as traffic volumes,
ingress/egress packets, and bit rates. Parameters in the Bayesian Belief Network are
learned using measurements. They also compared the performance of the Bayesian Belief
Network with that of wavelet models and time-series detections, especially in lowering
false alarm rates [16].
An artificial neural network (ANN) is a computational model that is inspired by the
structure and functional aspects of biological neural networks. Zhang et al. [17] applied
several types of neural networks to network anomaly detection. Their approach was
particularly effective at detecting UDP flood attacks.
Palomo et al. [18] proposed using a Growing Hierarchical Self Organizing Map [19]
for anomaly detection. In this approach, the map size and dimensionality is not fixed
before training. Rather, it is grown to fit the training space based on observed
quantization error. Once training is complete, the map dimensions are fixed. Other
variations on SOM approaches have been proposed in [20] [21].
The limitation of machine learning based anomaly detection is that the methods tend to
generate large number of false positives; training data is hard to find; and attackers can
evade detection by gradually training a system to accept malicious activity as normal
activity [22].

2.3 Graph-based Anomaly Detection
Two techniques for graph-based anomaly detection were introduced in [23]. The
techniques are based on the SUBDUE application [24] to examine an entire graph and to
detect abnormal substructures and sub-graphs contained within it. In their approach, each
vertex and edge has a label to identify its type.
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Algorithms have been suggested for detecting anomalies in three types of graph
changes including label modification, vertex/edge insertion and deletion [25]. The
minimum description length principle is used in each of the algorithms to determine the
normal reference pattern.
Kashima et al. [26] proposed the spectral technique to detect anomalies in a time series
of graphs. In this method, a feature vector is first extracted from the principal component
of the adjacency matrix that is represented in a separate graph at every sampling time.
The time-series of the activity vectors, describing the behavior of the network, is treated
as a matrix. To capture the normal time variations in the traffic data, the principal left
singular vector is obtained. The angle between the activity vector of a new graph and the
principal left singular vector obtained from the previous graphs is used to compute the
anomaly score of the new graph.
Sun et al. [27] introduced an anomaly detection technique based on the sequence of
graphs. Compact matrix decomposition (CMD) is performed on the adjacency matrix for
each graph to obtain an approximation of the original matrix. The approximation error
between the original adjacency matrix and the approximate matrix is computed over time
to detect anomalies.
The methods mentioned above have typically high computational complexity [10].
Therefore, they cannot effectively be applied to analyze realistically large graphs used to
model Internet traffic. To reduce computational complexity, we thus analyze unlabeled
graphs and just concentrate on their nodes.
Zhou et al. [28] proposed a network traffic anomaly detection method based on graph
mining. They described the relationships among multi-time series graphs. In order to
detect anomalies in the large-scale network traffic flow, they considered the entropy of
four attributes: source IP address, destination IP address, source port and destination port.
The drawback of this method is that it creates network traffic graphs which have
enormous size, because of the inclusion of ports as nodes, thus significantly increasing
the computational complexity. In contrast, in our approach we use TDGs to monitor and
analyze network traffic. A TDG is a graph in which each node represents an IP address

7

and each edge a connection between two IP addresses.
Iliofotou et al. [29] represented network traffic by means of a series of related graphs
that change over time, using several graph metrics. They applied their methods to the
problem of traffic classification, suggesting a possible application for anomaly detection.
In our work, we introduce a new metric, denoted as dK-2 distance, to quantify the change
over time of TDGs.
Dijdjev et al. [30] proposed an anomaly detection method that combines graph theory
and statistical techniques to analyze network traffic. They model the traffic as a graph and
decompose it into subgraphs corresponding to individual sessions, from which they
develop a statistical model for the network traffic. They focus on individual users and
determine the paths regularly employed by them to reach the network resource. However,
analyzing traffic of individual users is very time consuming if the network is large.
Godiyal et al. [31] used a graph matching method to identify attacks. However, their
method turns out to be very time consuming as they consider the whole traffic flow. In
our approach, we detect abnormal TDGs first and then identify the attack patterns inside
them. In this way, we reduce the computational complexity of the graph matching method.

8

3 Graph-based Network Traffic Analysis
In this chapter, we describe how to present network traffic as graphs in time series. We
also present graph metrics used to analyze these graphs as well as a graph matching
method to identify attack patterns.

3.1 Network Traffic Modeling
In this thesis, we use traffic dispersion graph (TDG) to model network traffic [4]. TDG
is a novel way to analyze network traffic with a powerful visualization. Iliofotou et al. [4]
defined a traffic dispersion graph as a graphical representation of the various interactions
(“who talks to whom”) of a group of nodes. In IP networks, a node of the TDG
corresponds to an entity with a distinct IP address and the graph captures the exchange of
packets between various sender and destination nodes.
The network traffic at the flow level, using the standard 5-tuple {srcIP, dstIP, srcPort,
dstPort and protocol}, was analyzed. A TDG is defined as a directed graph G = (E,V)
where V is a collection of nodes (IP addresses) in the traffic flows and E is a set of edges
(flows) that connect pairs of nodes.
TDGs capture the network-wide communication and interaction patterns between
inside and outside hosts of a network. They are primarily driven by the user activities or
behaviors, moderated in part by the inherent “application structure” which determine how
users or clients interact with other users or servers. Thus, different applications are
expected to exhibit distinct graph structures. Figure 2 illustrates an example of a TDG
visualization of DNS service established from an analyzed 60 seconds long flow trace
from the Internet junction at POSTECH.
In our approach, bidirectional flows from network traffic were generated. A TCP flow
begins with the first SYN packet and the ACK-flag not set, in order to identify the sender
and the receiver of the flow. In UDP flows, the first packet of the flow defines the
direction of it. In ICMP traffic, the first packet between two IP addresses defines the
direction of the connection between them. To analyze TDGs, a set of graph metrics is
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used, as discussed as follows.

Figure 2. Example of a TDG (DNS) visualization at POSTECH.

3.2 Graph Metrics
Graph metrics are used to represent and distinguish graphs. In our work, we focus on
the metrics which describe structural properties of graphs. We also introduce a new graph
metric to aid in data analysis, such as the dK-2 distance metric. The graph metrics are
classified in two groups: (a) static metrics that capture the structure of the graph, and (b)
dynamic metrics that describe the changes of TDGs in time. Static graph metrics
represent statistical summaries of TDGs. Such metrics include the degree distribution,
distances, etc. Dynamic metrics introduce time as a parameter in the study of TDGs. For
example, a dynamic metric can quantify how much graph has changed over the past five
minutes. An in depth study of dynamic properties is part of our work.
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3.2.1 Static Metrics
The static metrics introduced here can be found in [4] [29][55].
3.2.1.1 Node degree
The degree of a node represents the number of edges connected to it. The degree is the
most widely used metric for characterizing the graph. Because TDGs are directed graphs,
the number of incoming and outgoing edges need to be considered separately, and are
denoted as in-degree and out-degree, respectively. A high in-degree reflects the diversity
of a host, whereas a high out-degree reflects a large number of destinations of a client.
For illustration, we report in Figure 3 the node degree distribution function obtained
from POSTECH traffic at one minute, averaged over a period of one hour. The
distribution shows an approximate power-law decay (scale-free) over at least one decade,
with a power-law exponent of about 3.

Figure 3. One-minute degree distributions of POSTECH traffic, obtained within
one hour.
3.2.1.2 Vino, Vin, Vout
Vin, Vout and Vino denote the number of nodes that have just incoming edges,
outgoing edges and both incoming and outgoing edges, respectively. The Vino metric is
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one of the metrics that reflect the existence of P2P applications in TDGs [4].
3.2.1.3 Maximum degree (Kmax)
The maximum node degree, denoted as Kmax, is one of metrics to detect DDoS attacks
in a network as we will see in Chapter 5.
3.2.1.4 Degree Assortativity
One of important aspects of the network is how the nodes are connected to each other.
Degree assortativity is defined as the correlation coefficient between the degrees of
neighboring nodes, measures the tendency for nodes to be connected to similar nodes in
term of their degree. This property has been found to be high in many real-world social,
biological, and computer network [32, 33]. The metric is used to capture notions of
communication efficiency between nodes and the number of reachable bots.
To measure the asortativity, we use the definitions given by Newman et al.[34]. Let
𝑒𝑗𝑘 be the joint probability distribution that a randomly chosen edge has degrees j and k
at either end, where ∑𝑗𝑘 𝑒𝑗𝑘 = 1. The assortativity coefficient r is defined as
𝑟=

1
∑ 𝑗𝑘(𝑒𝑗𝑘
𝜎𝑞2 𝑗𝑘

− 𝑞𝑗 𝑞𝑘 )

(1)

where 𝑞𝑘 is distribution of the remaining degree which is one less than the total degree
of a node: 𝑞𝑘 =

(𝑘 +1)𝑝𝑘+1
∑∞
𝑗=0 𝑗𝑝𝑗

, where 𝑝𝑘 is the probability that a randomly chosen vertex on

the graph will have degree k; and

𝜎𝑞2 = ∑𝑘 𝑘 2 𝑞𝑘 − [∑𝑘 𝑘𝑞𝑘 ]2 is the variance of

distribution of 𝑞𝑘 .
This metric is very useful to detect p2p botnets and distinguish between bots and P2P
application hosts [35]. Indeed, the peer membership in P2P application such as a filesharing network is very dynamic, due to peers constantly joining and leaving the network.
Bots, by contrast, are likely to experience less churn in their peer membership, since they
are required to maintain connectivity to other peers to receive and execute commands
from the bot-master. A bot also often communicates with its peers whenever it has a
chance. In addition, each bot maintains a list of known peers with which to communicate,
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such that it tends to contact the same host repeatedly. A more fundamental difference
between bots and file sharing hosts is that while file-sharing activities are mainly humandriven, bots are almost entirely automated. This causes much of their traffic to exhibit
temporal similarity that is rarely seen among those from human activities. Moreover, the
peer hosts of file-sharing application generally perform large multimedia file transfers,
but bots almost never perform this activity, traffic volume can be a rough indicator of
suspicious activity [35]. These characteristics are used in combination to separate P2P
bots from P2P application hosts.
3.2.1.5 Entropy of the degree distribution
The entropy of the degree distribution, H(X), is defined as:
H(X) = − ∑k=1,kmax P(k) log(P(k))

(2)

where P(k) is the probability that a node has degree k. This metric is used to quantify
heterogeneity of the network.

3.2.2 Dynamic Metrics
To measure the diversity of TDGs over time, we used two dynamic metrics, the graph
edit distance and the dK2 distance.
3.2.2.1 Graph edit distance
The graph edit distance between two TDGs, Gi and Gj, is calculated from the minimum
number of edit operations required to make graph Gi isomorphic to graph Gj using the
formula [29]:
d(Gi , Gj ) = |Vi | + |Vj | − 2|Vi ∩ Vj | + |Ei | + |Ej | − 2|Ei ∩ Ej |

(3)

where Vi , Ei and Vj , Ej are the numbers of nodes and edges in graph Gi and Gj,
respectively. A number of graph edit distance measurements were applied to a time series
of TDGs to investigate network behavior over time. The graph edit metric was also used
to detect graph anomalies [36].
3.2.2.2 dK-2 distance metric
In this work, we use dK-2 to extract a correlation structure between hosts. To
distinguish an anomalous graph that represents a communication for a time period from

13

graphs for other time periods, we define a new metric (dK-2 distance) to calculate the
similarity between the graphs for those time periods.
The dK-2 distance metric introduced here is based on the graph similarity metric which
was built upon the so-called dK-2 series in [37]. In the latter, this metric is used to
quantify the similarity between the original graph and a synthetic one. The dK-series
were introduced to quantify the amount of correlation present in real-world graphs [38].
In the dK-series definition, dK-0 represents the average degree 𝑘̅, dK-1 the node degree
distribution 𝑃(𝑘), dK-2 the joint degree distribution (JDD) 𝑝(𝑘1 , 𝑘2 ) and dK-d (d≥ 3)
is the order-d distribution 𝑃𝑑 ( 𝑃𝑑 describes how groups of d-nodes with degree
𝑘1 , 𝑘2 , … , 𝑘𝑑 are interrelated to each other). In addition, the set of graphs having the same
distribution 𝑃(𝑘) (denoted as dK-1 graphs) is a subset of the set of dK-0 graphs, the set
of dK-2 graphs is a subset of the set of dK-1 graphs and the set of dK-d graphs is a subset
of the set of dK-(d-1) graphs [38].
The reasons for using here dK-2 series are that dK-d is able to capture increasingly
complex graph properties with increasing d (the dK-series can capture more graph
structure details than other metrics) and dK-2 requires lower computational complexity
than dK-d for d ≥ 3 [37].
Here, we define the dK-2 distance between two TDGs, G and G‟, as the Euclidean
distance between dK-2(G) and dK-2(G‟).

3.3 Graph Matching
Graph matching indicates the process of finding the structural similarity of two graphs.
Many methods for graph matching have been proposed in recent years [39]. Early
approaches for graph matching were applied to finding isomorphism between two graphs.
A graph isomorphism between graphs G and G‟ is a bijective mapping from the nodes of
G to the nodes of G‟ that preserves all labels and the structure of the edges [40]. Similarly,
a sub-graph isomorphism between G and G‟ is an isomorphism from G to a sub-graph of
G‟ [40].
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In our approach, we use the VF2 algorithm [41] for graph matching to identify attack
patterns in network traffic. The VF2 algorithm was employed because it is the most
efficient among the isomorphism algorithms [42], [43]. The VF2 algorithm that can be
used for both graph and sub-graph isomorphism has been developed in [41]. This
algorithm can be described by means of the state space representation (SSR). In each state
a partial mapping solution is maintained and only consistent states are kept. These states
are generated using feasibility rules that remove pairs of nodes that cannot be isomorphic.
In VF2, a matching process between two graphs, G1 and G2, consists of the
determination of a mapping M which associates nodes of G1 to nodes of G2, and vice
versa. Generally, the mapping M is expressed as the set of pairs (n, m) (with n ∈ G1 and
m ∈ G2) each representing the mapping of a node n of G1 with a node m of G2. A
mapping M ⊂ N1×N2 is said to be an isomorphism if M is a bijective function that
preserves the branch structure of the two graphs. A mapping M ⊂ N1×N2 is said to be a
graph-subgraph isomorphism if M is an isomorphism between G2 and a sub-graph of G1
[41].
Sub-graph isomorphism is a useful concept to find out if one object is part of another
object. In this thesis, we use this concept to recognize attack patterns in network traffic
graphs. Attack patterns were generated from attack traffics. The advantage of describing
an attack pattern using TDGs instead of vectors is that TDGs allow for a more powerful
representation of structural relations of attacks, because the TDGs represent
communication patterns of the hosts (zombies) that participate in the attacks.
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4 Anomaly Detection and Attack Identification
In this chapter, we propose a method to detect abnormal network traffic using graph
metrics. We define abnormal network traffic as the traffic caused by a malicious purpose
including the traffic by DoS/DDoS attacks, Internet worms and scanning.
The overall process consists of two parts: anomaly detection and attack identification
as illustrated in Figure 4. The anomaly detection module receives flows from monitoring
systems and then obtains TDGs from these flows. After that the TDGs are analyzed over
time to detect anomalies. The attack identification module is used to explore causes of
anomalies after detecting abnormal traffic. An alarm is emitted if an attack is identified in
the abnormal traffic.

Figure 4. Overall detection process.

4.1 Anomaly Detection
During the anomaly detection process, network traffic was sampled at one minute
intervals t1, t2, …, ti, … and a time series of corresponding TDGs sequences G1, G2, …, Gi,
… was obtained. Graph metrics, which are presented in the subsection Graph Metrics,
were used to analyze the obtained TDGs in time series to detect abnormal TDGs. There
are several steps in the anomaly detection process, which are depicted in Figure 5:
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Figure 5. Detailed anomaly detection process.

Step 1: Generating network flows at every time interval (one minute).
Step 2: Converting network flows to TDGs, which are represented in dot format files
(Fig. 6), in time sampling intervals.
Step 3: Calculating adjacency matrices of each TDG and calculating graph metrics of
the TDG.
Step 4: Comparing values of graph metrics of the TDG with their threshold value. If a
value of one of the graph metrics exceeds its threshold value then the TDG is an
abnormal TDG, otherwise the TDG is a normal one.
The NG-MON system [44] has been used to capture and convert network traffic to
flows and to store them in the database. From the flows stored in the database, TDGs
were generated in DOT format [45]. Adjacency matrices of TDGs are calculated from
DOT files to extract the metrics. If one of the metrics exceeds its threshold value then the
corresponding TDG is classified as an abnormal TDG. Then, the anomalies can be
reported to the network administrator as normal or abnormal TDGs (Fig. 5). Another
advantage of using the NG-MON system here is that our method is able to adapt to
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attacks that do not produce a significant change in the connection structure of the TDGs.
This is because the NG-MON system contains a security module that uses volume-based
and signature-based analysis to detect such attacks [46].

Figure 6. Dot file format for representation of TDGs.
In this work, we just focus on two metrics Kmax and dK-2 distance to capture the
change of communication patterns over time. Other metrics were analyzed and measured
in [29]. We illustrate the detailed anomaly detection algorithm in Algorithm 1.
To determine threshold values, we study long network traffic records and compare
TDGs at different times, from which we obtain typical values of the metric under study
(see also [36]) together with the visualization of the graph structure. In this work, we use
a fixed threshold value, which turns out to work well in the cases considered.
To measure the proposed metrics (dK-2 distance metric) of consecutive TDGs, Gi and
Gi+1, first the joint degree distribution algorithm, used in [47], was applied to the input
adjacency matrix of two TDGs. Then the Euclidean distance of the two output matrices
dK-2(Gi) and dK-2(Gi+1) was calculated (Algorithm 1). To identify Euclidean distance,
matrices dK-2(Gi) and dK-2(Gi+1) were modified so that they have the same dimensions,
by adding zero columns and rows to the lower dimension matrix.
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From the DOT format traffic graph, Graphviz library [48] is used to visualize the
network traffic plot, thus making it easier to recognize and infer anomalous
communication patterns. Several methods exist to visualize the layout in Graphviz such
as neato, dot, twopi, circo, fdp and sfdp [48]. However, sfdp provides the best quality and
low execution time. In the case of POSTECH traffic, it takes few seconds with a standard
2.4 GHz Core 2 Duo and 3GB of RAM computer to generate traffic figures.

Function: Anomaly_Detection (Gi, Gi+1) returns status of graph Gi+1
Inputs: Adjacency matrices Ai, Ai+1 of graphs Gi, Gi+1 at time steps i and i+1.
Initialization: Kmax, dK-2, n= Number of nodes (Gi);
Function: Degree (G) returns degree of graph G
Inputs: Adjacency matrix A of graph G
Initialization: n = number of nodes (G); rowsum = 0;
For i = 1to n {
For j = 1 to n {
rowsum = rowsum + A(i, j);

// the degree of node i

}
Degree[i] = rowsum;
}
Return Degree;
Function Joint_Degree_Distribution (A) returns joint degree distribution of
graph G
Inputs: Adjacency matrix A of graph G
Initialization: n = Number_ of _nodes (G);
K = Maximum (Degree_of_Graph(G));
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JDD[] = zeros(K);

//Initial matrix JDD with zero elements, size= K

For i = 1 to n {
For j = 1 to n {
if A(i,j) == 1 then
{
k1 = Degree (i);
k2 = Degree (j);
JDD (k1,k2) = JDD (k1,k2) + 1;
}
}
}
Return JDD;
//Calculating Kmax metric
Ki = Maximum (Degree_of_Graph(Gi));
Ki+1 = Maximum (Degree_of_Graph(Gi+1));
If Ki+1 < Kmax_threshold then Gi+1 is anomaly
//Calculating dK-2 distance metric
JDD1 = Joint_Degree_Distribution(Gi)
JDD2 = Joint_Degree_Distribution(Gi+1)
dK-2_distance (Gi, Gi+1) = Euclidean_distance(JDD1, JDD2);
If dK-2_distance (Gi, Gi+1) < dK-2_distance_threshold then Gi+1 is anomaly
Return status of graph Gi+1 (anomaly or normal)

Algorithm 1. Anomaly detection using Kmax and dK-2 distance.
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4.2 Attack Identification
Abnormalities occur in the network traffic by many reasons such as DoS/DDoS and
Internet worms. The purpose of the attack identification process is to find out the cause of
anomalies after detecting abnormal traffic.

4.2.1 Attack pattern
To obtain an attack structure pattern, the attack TDGs were generated, as discussed in
section 4.1, from the attack traffic trace (Fig. 7). Internet attack structure patterns are
presented in the form of graphs (TDGs). These graphs can serve as pattern templates
while searching for the presence of attacks in the network traffic. In this thesis, the DDoS
attack pattern was obtained from the DDoS CAIDA trace [4] (Fig. 8). Peacomm botnet
(Storm P2P botnet) communication pattern was captured from our honeypots which will
be described in Chapter 5 (Fig. 9). DNS Amplification attack and Port scan attack
patterns are presented in Figure 10. Several attack structure patterns were also introduced
in [31]. In the latter, attacks were identified using graph matching methods.

Figure 7. Attack pattern generation process.
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Figure 8. DDoS attack pattern in DDoS CAIDA trace.

Figure 9. Peacomm P2P botnet pattern.
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Figure 10. DNS Amplification attack pattern and Port scanning attack pattern.

4.2.2 Attack detection
In our work, attack patterns contained in the abnormal graphs (TDGs) are identified by
checking the graph-sub-graph isomorphism property between the set of attack pattern
graphs and the abnormal graphs (Fig. 11). Sub-graph isomorphism is an NP-complete
problem but there exists several matching methods based on intelligent guessing and
backtracking presently available for dealing with it. In our work, the VF2 algorithm has
been employed.
The VF2 method has been analyzed in detail in [42] [43], in particular regarding its
performance. VF2 isomorphism algorithm is used for attack identification. Therefore, the
complexity of VF2 algorithm affects only the attack type identification process but not
the anomaly detection process (see Fig. 4).
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Figure 11. Attack identification process.

In [31], VF2 was also used to directly identify attack patterns in networks. However,
here the graph matching method VF2 is used in a different way. We apply VF2 to identify
attack patterns in abnormal TDGs because attack patterns are located in the abnormal
traffic, thus making the algorithm much faster.
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5 Validation
In this chapter, we apply our proposed method to the 1999 DARPA intrusion detection
database and an actual DDoS attack data trace. In this evaluation, we also implement a
real-time anomaly detection system using the proposed method, and apply this system to
our campus network environment.
We validate our approach with 1999 DARPA intrusion detection database. In particular,
we conduct a completed analysis for network traffic based on a specific day of the dataset.
We use NG-MON to convert the raw TCPDUMP packet data into flow traffic data. To
evaluate performance of our approach in anomaly detection, we analyzed the data in
terms of how many attack instances are detected by Kmax and dK-2 distance features.
Although the 1999 DARPA dataset is a widely used and acceptable benchmark for the
intrusion detection research, it has some weaknesses identified in [49], [50] due to the
methodology for simulating the actual network environment. Therefore, we conduct an
evaluation with a real DDoS attack traffic dataset collected on the POSTECH network in
2009. We refer to the notation used in our experimental evaluation in Table 1. In this
chapter, we just focus on two metrics, Kmax (static metric) and the new metric that we
propose, i.e. the dK-2 distance (dynamic metric) to show the effectiveness of dK-2
distance in anomaly detection. Other metrics were analyzed and measured in [29].

5.1 The 1999 DARPA/MIT Lincoln Intrusion Detection Dataset.
As The 1999 DARPA data includes 5 weeks of network traffic from two points in a
simulated network, inside point, between the gateway router and four “victim” computers,
and another one outside point, between the gateway router and simulated Internet [51].
We consider only inside traffic in our evaluation. In the 1999 DARPA data:
-

Week 1 and week 3: no attack (for training data).

-

Week 2: 43 attacks belonging to 18 labeled attack types are used for system

development.
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-

Week 4 and week 5: 201 attacks belonging to 58 attack types (including 40 new

attacks).
Table 1. List of notation used in validation.

Notation

Description

Attack type

Types of attacks named by DARPA/MIT Lincoln,
for example, pod means ping of death attack.

Attacking instance

Flow data collected during the period of an attack
over a time interval (1 minute).

Index of timestamp

The number of minutes after the starting observing
time point (since the flow data is based on 1 minute
time period).

We analyze the traffic data on week 1 and week 3 to determine thresholds because
week 1 and week 3 do not contain attack traffic. We analyze the traffic data on Monday,
Week 5 to validate our approach since the traffic data includes not only normal behaviors,
but also attacking activities.
Beyond the scope of this thesis, we just validate performance of our approach in
detection attacks that change communication structure in network graph such as smurf,
apache2, udpstorm, portsweep and etc. (including 122 attack instances). Network
behavior on Monday, Week 5 is characterized by Kmax (Fig. 12) and dK-2 distance
feature (Fig. 13). We can identify the location where attacks happened between timestamp
500 to 600 (since the flow data is over 1 minute time period, the timestamp 500 means
500 minutes after the starting time of observation) (Fig. 13a) and the type of attack can be
identified later in the attack identification step.

26

Figure 12. Kmax per minute over one day (Monday, Week 5) with normal and
attacking traffic.

Figure 13. dK-2 distance value per minute over one day (Monday, Week 5) with
normal and attacking traffic.
The starting and ending time for each attack can be referred to [52]. We use standard
measurements such as detection rate (DR), false positive rate (FPR) and overall
classification rates (CR) to evaluate our approach.


True Positive (TP): The number of anomalous instances that are correctly
identified.



True Negative (TN): The number of legitimate instances that are correctly
classified.
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False Positive (FP): The number of instances that were incorrectly identified as
anomalies, however in fact they are legitimate activities.



False Negative (FN): The number of instances that were incorrectly classified as
legitimate activities however in fact they are anomalous.
DR = TP / (TP + FN)
FPR = FP / (TN + FP)
CR = (TP + TN) / (TP + TN + FP + FN)

Our approach focuses on structure analysis of attacks and can detect attacks which
change the structure of the network overtime with high detection rate (100%) and small
false positive (1.25%) (Table 2).
Table 2. Performance of the Graph-based method using Kmax and dK-2 distance
metric on Monday, Week5 traffic.
Total instances
1320

Attacking instances
122

DR

FPR

CR

100 %

1.25 %

98.86 %

From attack traffic in week 2 we analyze the structure of attacks to identify the type of
attack on Monday, Week 5. Table 3 presents detection rate of each attack type on Monday,
Week 5 data by using Kmax, dK-2 distance metric and the isomorphism algorithm VF2.
Lu and Ghorbani [53] proposed a wavelet-based anomaly detection method. Their
solution was also tested using the DARPA 1999 trace. However their method generates a
large number of false alarms (752 false alarms) (FPR = 56.97%) with the same Monday,
Week 5 dataset.
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Table 3. Number of attack instances detected for each attack type on Monday,
Week5 traffic.
Attack Type

apache2-dos
arppoison-probe
dict-r2l
guesstelnet-r2l
ipsweep-prob
ls-probe
neptune-dos
portsweep-probe
smurf-dos
udpstorm-dos
crashiis-dos

Number of attack
instances for each
attack type
30
15
17
4
26
2
5
4
2
16
1

Number of detected
attack instances for
each attack type
30
15
17
4
26
2
5
4
2
16
1

5.2 POSTECH traces on July, 2009.
To validate the correct working of our approach in anomaly detection and attack
identification, we also used other traffic traces: POSTECH‟s traces of July 7 2009 and
CAIDA DDoS trace in 2007 [4].
The POSTECH traces contain traffic of a famous DDoS attack in July 2009 (denoted
as 7.7 DDoS attacks). This trace was captured during one hour activity. During July 2009,
major government and commercial websites in South Korea and United States had been
subjected to heavy DDoS attacks. At that time, many computers in POSTECH‟s network
campus became zombies.
The 7.7 DDoS attacks contained five different attack phases. The first phase targeted
eight US government websites including “www.whitehouse.gov.”, and it started at 02:00
on July 5th, 2009, and lasted 12 h. The second phase started at 22:00 on the same day and
ended at 18:00 on the next day (July 6th). The targets of this phase were government,
military, and commercial websites in the US. The third phase started at 18:00 on July 7th
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and lasted 24 h, and it attacked 13 US and 13 South Korean websites. The fourth phase
was launched at 18:00 on July 8th, the targets changed to 14 South Korean websites, and
this phase lasted 24 h. Finally, the fifth phase began at 18:00 on July 9th and lasted 24 h
attacking seven South Korean websites.
The 7.7 DDoS attacks included a huge number of zombie hosts making the 7.7 DDoS
attacks very successful without relying on the IP spoofing technique. The total number of
infected zombie hosts is difficult to estimate, but the South Korean government and
security companies reported that the number of zombies ranged from approximately
78,000 to 200,000. The amount of attack traffic per zombie host was very small. Each
zombie host generated 54.2 kbps of attack traffic. Therefore, it was difficult to detect in
the early stages using simple methods such as analyzing the number of packets and
number of flows.
The 7.7 DDoS attacks exploited four different DDoS attack types, including TCP Syn
Flooding, UDP 80 Flooding, ICMP Flooding, and HTTP Get/POST Flooding.
We captured POSTECH traffic on March 31st (before the 7.7 DDoS attacks) and July
8th (during the 7.7 DDoS attacks) in 2009. The POSTECH traces were captured over 1 h
starting at 17:00 each day. A summary of the traffic traces is shown in Table 4.
Table 4. One hour POSTECH traffic traces in 2009.
Date

DDoS
Attack

Trace Size

Total
Subnet IPs

Suspicious
Subnet IPs

03/31

No

30.7 GB

65,251

545

07/08

Yes

27.3 GB

47,228

304
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Figure 14. Network traffic features comparison in analyzing TCP traffic of
POSTECH’s trace on July 8th 2009.
Kmax (Fig. 15(a)) and dK-2 distance (Fig. 16(a)) metrics of TCP traffic change
dramatically in the 2nd, 22nd and 23rd minute of the trace. We can conclude that at these
times, an anomaly occurred in the TCP traffic of POSTECH. Actually, TCP Syn Flooding
and HTTP Get/POST Flooding attacks happened at these times. Using simple statistics
such as counting the number of packets, the number of flows and the number of bytes to
analyze POSTECH‟s trace is difficult to detect these anomalies and dK-2 distance metric
is shown as a the most effective metric in detecting these anomalies (Fig. 14).
In the visualization of TCP traffic of 8th July POSTECH‟s trace in the 21nd minute and
22nd minute as illustrated in Figure 17, the difference between the abnormal and normal
graphs of the trace can be easily recognized.
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By using graph matching, the DDoS attack pattern was identified at the 2nd, 22nd and
23rd minute of the POSTECH trace. By analyzing the flow data that contains the DDoS
pattern, we discovered a Botnet that communicated with one server over TCP port 6667
which is the standard port used for Internet Relay Chat (IRC) traffic [54]. We conclude
that the attack in the POSTECH trace is an IRC-based Botnet DDoS attack.
Kmax (Fig. 15(b)) and dK-2 distance (Fig. 16(b)) values of UDP traffic exceeded the
thresholds over the course of the entire trace. In fact, UDP 80 Flooding occurred during
the entirety of one hour POSTECH‟s trace on July 8th 2009.
ICMP Flooding occurred from first 10 minutes of the trace. Kmax and dK2 distance
change significantly during this time (Fig. 15(c)) (Fig. 16(c)). Two DDoS attack patterns
were recognized in the visualization of ICMP traffic at the 10th minute (Fig. 18).

Figure 15. Kmax value over time of POSTECH’s trace on July 8th 2009.
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Figure 16. dK-2 distance value over time of POSTECH’s trace on July 8th 2009.

Figure 17. TDG visualization of TCP traffic of POSTECH’s trace on July 8th
2009
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Figure 18. TDG visualization of ICMP traffic of POSTECH’s trace on July 8th
2009.

5.3 Synthesized Traffic Dataset
To validate the ability of our method to detect P2P botnet attacks, we injected P2P
botnet (peacomm) trace into normal POSTECH traffic trace which we captured from ours
campus network with one hour time period. We selected a time point at the 29th minute
of the one hour trace as the time that we would attempt to detect our synthesized botnet.
In order to generate the traffic trace that was representative of real P2P botnet traffic,
we executed Trojan peacomm binary files in a honeynet which consisted of 12 hosts. The
Peacomm botnet is one of the botnets which implements a full peer-to-peer (P2P)
network [56][57]. Peacomm uses the Overnet P2P protocol to communicate with its peers.
The Overnet P2P protocol is a decentralized peer network which implements a distributed
hash table (DHT) based on the Kademlia algorithm. Peacomm botnet uses a DHT for
routing in which there is no hierarchy in the topology [56][57]. Peacomm first
communicates with other peers using a hardcoded set of initial peers, then searches for an
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encrypted URL to download additional components (crimeware). The crimeware includes
a SMTP email spamming component that sends email over port 25 of the infected host as
well as an address harvester that collects all email addresses on the host and sends them
to the bostmaster.
We used the honeypots to obtain an actual trace of the communications between the
various bots while the botnet was in operation. To make sure that peacomm P2P
communication pattern (Fig. 9) is not contained in the POSTECH traffic trace which
includes many P2P applications, we verified the peacomm P2P communication pattern in
each minute of the trace by using the VF2 algorithm. After that, we merged this P2P
botnet trace with the POSTECH normal traffic trace in order to create the botnet test
dataset.
Detecting C&C communication between bots in P2P botnets is not a trivial task
because in the P2P botnet architecture there is no central bot. To receive and distribute
C&C messages, each P2P bot communicates with a small subset (peer list) of the botnet
and maintains its own peer list. Therefore, the Kmax metric is not useful in detecting P2P
botnets. Furthermore, communications between the bots consume little bandwidth, so
features based on number of packets, packet sizes, number of flows and etc. cannot be
used to detect P2P botnets. Figure 19 shows a more detailed view of the communication
patterns around the time periods of sudden increase of dK-2 distance value. At the point
when the dK-2 distance value suddenly increased, we can observe that a new
communication cluster appeared. By observing the cluster, synchronous scanning
activities from multiple hosts to the same subnet were revealed. For comparison, we show
a time series of the volume of the same data (Fig. 19). There is no sudden change in the
size, the number of flows or even Kmax and such anomalies cannot be detected by using
statistical methods. Therefore, the proposed method is useful for detecting such a change
in communication pattern and the method efficiently detects the botnet in the network
before it exhibits any overtly malicious behavior. Members of the botnet were identified
by using the isomorphism algorithm VF2.
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Figure 19. Volume, dK-2 distance metric of the synthesized trace and example of
TDGs for both anomalous and normal periods in the synthesized trace
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5.4 Real-time Anomaly Detection System
In our experiment, a real-time anomaly detection module was built in NG-MON2. The
NG-MON2 system is an extension of the NG-MON system [44] that enables real-time
data collection and analysis of the Internet traffic in an enterprise network such as a
campus network. The NG-MON2 (Fig. 20) includes three modules: 1) the flow generator
module, which captures all packets from a target link and creates the corresponding flow
information in real-time; 2) the store module which stores the created flow data and
captured packet data during some amount of time for on-line cascading analysis and offline analysis; 3) the traffic analyzer module, which performs various analysis according to
the purpose of the network manager. A traffic analyzer can get the packet and flow data
either directly from a flow generator for real-time analysis or from store module for offline analysis. The proposed real-time anomaly detection system in this thesis is one of the
NG-MON2 traffic analyzer modules.

Figure 20. NG-MON2: Experimental environment for real-time network traffic
anomaly detection.

37

In the design of the real-time network traffic anomaly detection system, the key
features we have employed are pipelined distribution and load balancing techniques. The
system is divided into five phases: packet capture, flow generation, flow store, TDGs
based traffic analysis, and presentation of analyzed data (Fig. 21). These five phases are
serially interconnected using a pipelined architecture. One or more systems may be used
in each phase to distribute and balance the processing load. Each phase performs its
defined role in the manner of a pipeline system. This architecture can improve the overall
performance. And each phase is configured with clustering architecture for load
distribution. This provides good scalability.

Figure 21. Pipelined architecture of anomaly detection system built in NG-MON2.

Modules of the real-time anomaly detection system are described in Figure 22. Flows
from flow generator module of NG-MON2 are converted to TDGs. Then, the module
graph metrics analysis calculates graph metrics values of each TDG and updates these
values to the database of the system as well as a database of RRD tool [58] to show the
result in real-time. After that, the anomaly classification module compares these values
with thresholds to identify the status of the system. If the system detects an anomaly then
module notification will send a message to network operators over email or SMS; at the
same time, the TDG graph image creation module will generate a TDG image and display
it on the user interface (Fig. 23) that will help operators identify what happened in the
network system.
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Figure 22. Real-time Anomaly Detection System: Function diagram.

5.4.1 Flow Generation
In this thesis, we define the flow as a sequence of packets with the same 5-tuple header
values: source IP address, destination IP address, protocol number, source port, and
destination port [59].
A flow generator stores the flow data in its memory area for processing. When a UDP
message containing raw packet data arrives, the flow generator searches the
corresponding flow data from its flow table and then updates it, or creates a new flow if
one does not already exist. Packets in the same flow are aggregated into the same entry of
the table by increasing the packet count and adding the length to the total packet size. The
flow generator exports the flow data to the flow store when one of the following
conditions is satisfied: when the flow is finished (if TCP, when a FIN packet received),
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the time has expired or the flow table is filled.

5.4.2 Flow Store
The flow data is stored in the local file system in a binary format. The flow data is
stored with different file names every minute (e.g. flow_2012_03_27_09_00). Therefore,
we can distinguish what time flow data file has been created. Each flow record is 48 bytes
long. The average file size of flow data is about 6Mbytes in our network environment.
The Flow Store keeps the binary flow data for a short period of time. Currently, we are
using three days as our store time period. After three days from the time a flow data has
been created, the Flow Store deletes the flow data. By this storage mechanism, the Flow
Store requires little disk space.

5.4.3 TDGs generation
This module queries the flow data file at the start of every minute and converts the file
to a dot file, which represents a TDG, with different file name every minute (e.g.
graph_2012_03_27_09_00) (Fig. 6). The TDG metrics analysis module should finish
each analysis task within a minute, because NG-MON2 is a real-time traffic analysis
system.

5.4.4 Graph metrics analysis
In the module graph metrics analysis, for computational purposes, the connectivity of
TDG is represented as an adjacency matrix. Graph metrics values of each TDG are
calculated and updated to the database of the system as well as a database of RRD tool
[58] to show the result in real-time.

5.4.5 Anomaly classification
The anomaly classification module compares the graph metrics values (Kmax and dK-
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2) from Graph metrics analysis module with thresholds to identify the status of the system.
General outlier detection methods for time series data could be applied in this module
[60]. To determine the thresholds automatically and in a statistical way, both nonparametric and parametric methods from time series forecasting could be used, see e.g.
[61] [62]. Here, however, we use a simple method with fixed thresholds for our system
that works well in practice.

5.4.6 Anomaly notification
When an anomaly in network traffic is detected, the notification module will generate a
message to network operators over email or SMS. The message provides information
including the date and time of the anomalous event, type of anomaly, values of graph
metrics and a link that shows the TDG image of the anomaly.

5.4.7 User interfaces
This module provides analyzed data to corresponding characteristic of the network. In
fact, the values of graph metrics are presented in real-time (every minute) (Fig. 23).
Because the header information of all packets has been stored to the flow store being
compressed into flows, it can provide any information to network behaviors in a flexible
and efficient way. Moreover, the TDG image from TDG graph image creation module is
showed on the user interface (Fig. 23) that will assist operators to identify what happened
in the network.
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Figure 23. Real-time Anomaly Detection System: User Interface.
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5.4.8 Real-time Anomaly Detection System Testing
To validate the ability of our system to detect anomalies in real time, we implemented a
Port scanning attack from a host in the dormitory network of our campus to a host outside
our campus network by using a TCP Port Scanner tool [63]. We activated the tool
randomly over the course of a day to generate 100 Port scanning instances. Our system
has shown that it can detect these abnormal instances in real-time with DR = 100% and
FP = 0 (Fig. 24). The VF2 algorithm can identify port scanning attack pattern which
include at least 2755 flows request in case of POSTECH dormitory network.

Figure 24. dK2 distance and Kmax value during TCP Port scanning attacks.
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6 Conclusions and Future Work
6.1 Thesis Contributions
In this thesis, we have investigated the problem of traffic anomaly detection by
analyzing communication patterns over time. We have proposed a new approach for
traffic anomaly detection in which network traffic is modeled as a graph by using the
TDG method, and the graph TDGs are studied and explored over time to detect the
changes in network traffic structure. The technique we propose is a lightweight technique
that systematically improves on the state of the art techniques. We only utilize the
information contained in traffic flows which are generated by NGMON2, to avoid
bandwidth and storage consumption for capturing full packets.
We focus on structural characteristics of networks. The dK-2 distance metric was
shown to be effective in detecting anomalies in network traffic. Our approach does not
depend on observing specific anomalous activities, e.g, performing DDoS attacks or
spamming. We analyzed the 1999 DARPA intrusion detection dataset to evaluate our
approach. We also validated the approach on a time series of traffic taken at POSTECH in
2009 using a high performance measurement system NG-MON2. Our dataset includes
actual anomalies (DDoS attack in 2009). In terms of accuracy, our approach detected
anomalies in the POSTECH trace with 100% accuracy. In another evaluation, we also
showed that our approach was able to detect P2P botnet activities (Peacomm botnet). In
the final evaluation, we implemented our method to detect anomalies online, and in realtime for our campus network.

6.2 Future Work
An important direction for future work on our methodology is to develop a classifier
that determines the thresholds automatically and in a statistical way. Thus, both nonparametric and parametric methods from time series forecasting [61] [62] should be
applied.
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So far, we‟ve only tested three traffic traces, POSTECH‟s traces of July 7 2009, 1999
DARPA data, and the synthesized data trace. To further test effectiveness of our method,
we need to run it in more environments with more datasets.
Also, the graph-based approach proposed by this thesis could be expanded further, by
the inclusion of more metrics like diameter and local transitivity. A study of what
additional capabilities those metrics would provide requires an in depth study of dynamic
properties those metrics capture in communication patterns of network traffic. In addition
to that, the evaluation of tradeoffs between accuracy and computational performance is
considered to find effective metrics.
In this thesis, we did not use edge attributes of connection patterns of hosts in the
graphs. However, host‟s connection pattern (e.g., the duration and size of the connections,
or the number and type of the host which connect to it) can profile its network behaviors.
Using data mining techniques to analyze changes of host‟s network profiles to identify
infected hosts has the potential to detect previously unforeseen malware. This is also
considered as a future work.
In addition, we plan to investigate our approach to detect other attacks such as spam
„Flame‟ cyber-attack and SMS-based Botnet attack. We also plan to do evaluations with
other real attack data and benchmarks.
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